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 This paper presents a scalable fault-tolerant framework for enterprise 

digitalization systems using optimized checkpointing and rollback-recovery 

mechanisms. The study introduces a novel mathematical model to determine 

optimal checkpointing intervals, minimizing performance overhead while 

ensuring rapid recovery from failures. A dual-redundant storage strategy 

(local disks and remote databases) enhances resilience against both 

application crashes and server failures. Experimental evaluations demonstrate 

the system's effectiveness: in crash scenarios, recovery times (RT) improved 

by 47% compared to non-checkpointed systems, while adding only 2.5% 

overhead during normal operations. The framework maintains linear 

scalability through backup server integration, supporting enterprise growth 

without compromising reliability. Performance metrics reveal that at an 

optimal checkpointing interval of 0.5 seconds, the system achieves 92% 

process continuity during frequent failures, with a breakdown rate of xi at 0.1. 

These results provide empirical validation of the design's ability to balance 

fault tolerance with operational efficiency. The research contributes practical 

insights for implementing resilient digital infrastructures, addressing critical 

challenges in enterprise system reliability and continuous service availability. 

The novelty of this work lies in combining an analytically derived 

checkpointing model with a practical and scalable system design. This 

approach provides a clear and efficient balance between fault tolerance and 

performance, offering a practical solution for improving reliability and 

continuous service availability in enterprise systems. 
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1. INTRODUCTION 

In the contemporary business environment, the impact of digitalization on enterprises is a 

transformative force. This essay investigates the dramatic changes brought about by digitization, with a 

particular emphasis on the ramifications for enterprises. Integrating digital technologies such as artificial 

intelligence (AI), internet of things (IoT), and data analytics into organizational operations leads to increased 

efficiency, innovation, and competitiveness. However, this transition is accompanied by obstacles like as data 

consistency, security, privacy, and the need for a digitally competent workforce. This research contributes a 

scalable fault-tolerant framework for enterprise digitalization systems that combines an analytically derived 

https://creativecommons.org/licenses/by-sa/4.0/
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model for optimal checkpointing intervals with a practical rollback-recovery mechanism. The study introduces 

a method to minimize performance overhead while maintaining rapid recovery, supported by a dual-redundant 

storage strategy that improves resilience to both application and server failures. 

The significance of fault-tolerance lies in mitigating the risks associated with system failures, ensuring 

uninterrupted operations, and safeguarding critical data [1]. Scalability, on the other hand, is crucial for 

accommodating increased workloads and sustaining optimal performance as enterprises evolve. Through case 

studies and trend analysis, this article aims to provide accurate insights into the strategic dimensions of 

enterprise digitalization, emphasizing the vital role of fault-tolerance and scalability [2]. Understanding and 

implementing robust systems in these areas are essential for organizations navigating the digital frontier, 

ensuring sustainable growth, and maintaining competitiveness in today's dynamic business landscape. 

When a physical server crashes, applications running on the server become unresponsive. If suspended 

applications are not quickly restored, the organizations that own them will suffer loss of revenue and reputation. 

As a result, it is important that applications are built with resiliency in mind to reduce downtime and provide 

customers with near uninterrupted service. The ability of a system to continue operating in the face of failures 

or errors determines the crash tolerance of the system [3]. Crash-tolerant methods detect and recover from 

errors, ensuring that the system continues to function according to its pre-failure behavior. 

In this context, incorporating resiliency provisions into server applications (SA) is critical to ensure 

that customers receive a continuous and consistent experience. They must be able to ensure data consistency, 

prevent data loss, and recover from hardware or software errors. 

Over the years, extensive research on checkpointing-based fault-tolerance algorithms has been carried 

out by many authors. Using scientific platform “ScienceDirect”, we searched articles by following key terms: 

checkpointing, fault-tolerance, rollback-recovery. As a result, we found that over 275 original research papers 

and 17 review articles were published on this topic. And the average number of publications was around 10 

papers per year (for a range from 2001 to 2025).  

Existing studies can be broadly categorized into three main directions: checkpointing optimization 

algorithms, fault tolerance in distributed and cloud environments, and analytical recovery and rollback models.  

a. Checkpointing optimization algorithms. A significant body of research focuses on improving checkpoint 

placement and reducing associated overhead. For instance, Kumari and Kaur [4] propose checkpointing 

protocols tailored for Bags of Tasks (BoT) and interdependent applications, utilizing edge switch storage to 

reduce resource consumption. Their simulation results demonstrate improved recovery efficiency compared 

to traditional approaches. However, such methods are often optimized for specific workload types and may 

not generalize well to heterogeneous enterprise systems with dynamic execution patterns.  

b. Fault tolerance in cloud and distributed environments. Another research direction addresses fault tolerance 

under complex failure conditions, including Byzantine faults. Chinnathambi et al. [5] introduce the work 

designs a scheduling algorithm (WSSS) and the time-based checkpoint and consistency (TCC) checkpoint 

optimization technique. WSSS dynamically selects high-performance servers within virtual clusters, while 

TCC adjusts checkpoint intervals based on delay variations to minimize failure impact. Although these 

approaches improve reliability in distributed environments, they introduce additional system complexity 

and monitoring overhead, which may limit scalability in large-scale enterprise infrastructures.  

c. Analytical models of recovery and rollback mechanisms. A number of studies focus on theoretical modeling 

of checkpointing and recovery processes. Dimitriou [6] investigates retrial queue systems with 

checkpointing and rollback using stability conditions and steady-state analysis. Such models provide 

valuable insights into system behavior and performance optimization, particularly for mobile and wireless 

systems. Nevertheless, these approaches often remain abstract and lack direct applicability to real-world 

enterprise architectures without further system-level integration. 

Overall, existing studies either focus on optimizing checkpointing techniques, enhancing fault 

tolerance in specific environments, or developing theoretical recovery models. However, there is a lack of 

integrated approaches that combine analytical optimization, practical system design, and scalability 

considerations within a single framework. Limited attention has been given to balancing checkpointing 

overhead with recovery efficiency while ensuring system scalability and resilience in enterprise digitalization 

contexts. This research addresses this gap by proposing a unified framework that integrates an optimal 

checkpointing model with a scalable and fault-tolerant system architecture. 

Enterprise systems typically have physical servers located either locally or in the cloud by providers 

(Amazon Web Services (AWS) and Google Cloud). Each of these servers have multiple applications (in this 

article we call them “SA”), each of which hosts a set of M information processing task types (e.g., 

authentication and data modification). Basic types, special types, multiple instances of a given task type. Task 

instances are in general called “SA”. 

Figure 1 describes an enterprise system, which consists of N, N>1, physical servers; each server has 

number of SA. The system has one database (DB) for storing/retrieving data. Figure 1 shows how the system 
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works with client requests in a crash free scenario: clients send a hypertext transfer protocol (HTTP) request 

to any server in system.  

In Figure 1, Server1 receives a request from Client1, makes queries to database, receives results, 

processes information, stores result in the database and communicates with Server2; Server2 further processes 

information and updates database, sends result to Server3; Server3 adds modifications to the result and updates 

database, sends response back to the client. Note that any server might send results back to previous servers 

for additional processing, thus creating cycles (e.g., Server3 might send result to Server2). Figure 1 also shows 

that some processes may require only one server. For example, Client2 sends request to ServerN, which 

processes the data, updates database and sends response to the client. 
 

 

 
 

Figure 1. Enterprise system architecture 
 
 

As a prototype process for implementing and validating purposed ideas we use document processing 

workflow that is a part of our enterprise information system. The workflow of document processing can be 

seen in Figure 2. Client request lands at Server1, where SA1 executes the request. The results and the request 

are passed on to Server2 where two applications SA2 and SA3 process it in that order. The output from SA3 is 

sent to SA4 in Server3 and then from SA4 to SA5 in Server1, which sends out the response to the Client. This 

particular workflow involves a total of 5 SAs distributed on three servers. 
 
 

 
 

Figure 2. Workflow of document processing 

 
 

Let's consider different failure assumptions that might occur in an individual server of the proposed 

system when interacting with client(s). We assume the following two failure types: 

− SA failure within an operative server; 

− crash of a server itself.  

We assume that modern databases are built with high standards, reliability and backup stores. That is 

why in this paper we do not focus on database failures. SA failure can be of two types: either SA does not 

respond (freezes) even though it is utilizing resources, or it simply crashes. Any number of SAs can crash at 

any time. These failures can be due to various software errors: segmentation fault, buffer overflow, null 

reference errors, memory leaks, unhandled exceptions, stack overflow, deadlocks, and resource exhaustion  

[7], [8]. SA crashes are costly and lead to performance issues as they prolong the execution of requests.  

Figure 3 shows an example of this failure type: one server with 6 SA={SA1, SA2, SA3, SA4, SA5, SA6}, 

among these: SA1 and SA5 are crashed and unavailable. Note that some SAs send results to each other, particularly 

SA2 to SA3, SA3 to SA6, SA4 to SA5. Let’s look at failed SAs that are painted in red color in Figure 3. As SA5 

failed, SA4 has to wait for the operational system to recover it. When it recovers, the process must restart in a new 
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SA, because the progress of SA5 was lost. Same happens with SA1, any other available SA will pick up its request 

and restart the process. This adds delays to request processing, thus clients have to wait longer times. 
 
 

 
 

Figure 3. SA(s) failure assumption 
 
 

Another failure can occur when physical servers crash. Note that any number of servers can crash at 

any time. This failure is primarily caused by hardware issues such as network connection, and power loss. This 

crash leads to failure of all SA in the crashed server. Upon this failure, the crashed server(s) is replaced, and 

all the SAs hosted by the server(s) are restarted which will drastically increase delay. 

In Figure 2, we described how our system processes document workflow. Let σ denoted the total 

number of SAs involved in processing given client request, and n denote the total number of servers that host 

all these σ SAs. Note that (σ, n) may also depend on to which server the request was initially sent to. In  

Figure 2, σ=5, n=3; (σ=3, n=3) and (σ=1, n=1) hold for Request1 and Request2 respectively. Note that σ can be 

large and 1 ≤ 𝑛 ≤ minimum {σ, n}.  

Let RSA be the reliability of any SA, i.e., the probability that the SA will not fail while executing a 

task in that workflow. Note that RSA<1. 

A workflow with (σ, n) will fail at one SA failure with probability 1-𝑅𝑆𝐴
𝜎 . That is, a workflow with (σ, 

n) will experience additional delay due to SA failure(s) with probability: 
 

1-𝑅𝑆𝐴
𝜎  

 

Note that the above probability approaches 1 as σ increases.  

Similarly, a workflow with (σ, n) will experience long extra delays due to Server crash with 

probability as described in (1): 
 

1-𝑅𝑠
𝑛 (1) 

 

where Rs is the probability that a server will not fail during the workflow execution. 

To reduce delays in the processing of requests it is important to develop appropriate crash-tolerant 

methods that do not significantly reduce performance in the absence of crashes, that is, the costs of ensuring 

crash tolerance should be minimal by design [9]. To achieve that we utilize checkpointing-recovery algorithm.  

The idea of checkpointing is to periodically store the state of a computation called checkpoints in 

stable storage. Checkpoints are established while SA is running without failure. This saved state can be used 

to restart the process from the last checkpointing state, rather than completely restarting the process, which 

would involve lengthy, repetitive processing and repeated output [10]–[14]. Figure 4 shows how checkpointing 

works: during the processing of information, the current state of progress is saved in store with a particular 

interval. These saved states are called “checkpoints”.  
 

 

 
 

Figure 4. Checkpointing during process execution 
 

 

The idea of recovery is straightforward: when SA crashes, the available SA must recover the data of 

the crashed one and continue the process from the last checkpoint. We follow the dual redundant strategy of 

using both the local disk and a remote database to store checkpoints. Figure 5 shows how the proposed strategy 

works: each physical server has Checkpointing Service that is designed to periodically save checkpoints of all 

SAs of the server into both local disk and remote database.  
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Figure 5. Dual redundant strategy for checkpointing states 
 

 

To solve the SA crash scenario, we use checkpointing-recovery method described above. When a SA 

crashes, available SA recovers the crashed one’s state using last checkpoint that is stored in the server disk 

Figure 5. This way, the recovered SA will not start the process from beginning, but from the last checkpoint 

which was taken before SA crashed.  

For the second crash type that assumes the physical server crash, we add backup server for each server. 

This way, when primary server crashes, backup server has to recover all the SAs of primary server using last 

checkpoint saved in a remote database Figure 5.  

Figure 6 describes an example of how this solution is applied in a proposed workflow in our system. 

When Server2 receives a request from Server1, it crashes. As soon as it does, its backup server picks up the last 

checkpoint from remote database and recovers Server2 with all the SAs (SA2 and SA3 are recovered using 

respective checkpoints). After processing the request, it sends result further to Server3, thus continuing the 

workflow. We assume that both the main server and backup server do not crash. At most one of them will be 

operative at any given time. 
 
 

 
 

Figure 6. Checkpointing-recovery approach when server crashes 
 

 

One of the issues of the rollback-recovery method is the way of storing checkpointed process states. 

The main requirement is using reliable and stable storage methods. One option is the use of server disk storage. 

Using a server disk as a store provides greater control, accessibility, cost-effectiveness, and customization for an 

organization. A server disk can be accessed from within the organization's network, providing fast and reliable 

access. However, it also has limitations, including limited accessibility, vulnerability, maintenance requirements, 

and scalability issues. Server disks can be vulnerable to hardware failures or damage, natural disasters, and 

security breaches, which can result in data loss or corruption. 

Another option is storing state in a remote database. Remote databases are usually equipped with 

backup and recovery options, which provide an extra layer of security. Remote databases can be accessed from 

anywhere with an internet connection, allowing access to state of the process even if the servers are down. 

However, remote databases can be expensive to set up and maintain, especially if they require a high level of 

security or if large amounts of data are being stored. 

Storing checkpointed state on a local (physical) server disk is effective and useful if one of the SA crashes, 

the process could be recovered by retrieving checkpoint data from the local disk. However, if the physical server 

itself crashes then the disk becomes inaccessible. Thus, there is a need to migrate all SA hosted by crashed server to 
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a new physical server using the recovery data. For this purpose, the checkpointing data is also stored in the remote 

database. Thus, we follow the dual redundant strategy of using both the local disk and a remote database Figure 6.  

The main issue of checkpointing method is to find the optimal interval for taking checkpoints. Because, 

writing data to both storage types at the same time is expensive. That is why checkpointing too often will increase 

overhead and response time during uptime periods and will require large storage capacity. On the other hand, if the 

checkpointing is performed rarely, the rollback duration must be long, which subsequently increases the duration 

of service unavailability after a failure. Thus, the effectiveness of the system's fault tolerance will decrease.  

In this work, the optimal checkpointing interval is calculated using model from recent research [15] 

done by one of the authors of this work: P. Ezhilchelvan, with modifications and adaptations introduced by the 

authors to meet the requirements of the proposed approach. Table 1 lists all the necessary parameters needed 

to calculate optimal checkpointing interval using this model [16]–[19]. 
 

 

Table 1. Parameters for calculating optimal checkpointing interval 
Parameter name Symbol 

Phase k 

Arrival rate λ 

Number of service phases K 
Probability of phase k q 

Average service requirement in phase k 1/μ 

Average back-up interval 1/β 
Breakdown rate ξ 

Average repair (replacement) interval 1/η 
Average service interval in phase k 1/ν 

Average interruptable back-up interval 1/σ 

 

 

The optimal interval value that is computed using this model will be submitted to each Checkpointing 

Service, which will then utilize it for checkpointing. We computed each parameter using experiments and the 

values are presented in the next sections. 

 

 

2. METHOD  

2.1.  Computing parameters for the optimal checkpointing interval 

The first step is to calculate the necessary parameters for the checkpointing model Table 1. In  

Table 2, we make assumptions before calculating other parameters.  
 
 

Table 2. Assumptions and measurements of parameter values 
Parameter name Definition Value 

Phase k 1 

Arrival rate λ To be decided 
Number of service phases K 1 (since we assume k=1) 

Probability of phase k q 1 (since we assume k=1) 
Average service requirement in phase k 1/μ To be calculated 

Average back-up interval 1/β To be calculated 

Breakdown rates ξ 0.001, 0.01, 0.1 
Average repair (replacement) interval 1/η 0 (we assume the repair is instantaneous) 

Average service interval in phase k 1/ν To be calculated 

Average interruptable back-up interval -1/σ; 1/σ To be calculated 

 
 

In order to find an optimal checkpointing interval, we have to plot different values of α against load 

(L). For that, the parameters described below are calculated (4)-(13). 

Jobs arrive to the system according to a Poisson process with intensity λ. Any back-up operation 

follows an exponential distribution (4): 
 

𝜎 = 𝛽 +  𝜉 (4) 
 

Any service interval is exponentially distributed: 
 

𝜈 = 𝜇 +  𝛼 +  𝜉  (5) 
 

Calculate expected values (first and second moments of a random variable V related to service 

interval) using (6) and (7). V is defined as the time interval from the moment of failure (breakdown) to the 

restart of the service. 
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𝐸(𝑉) =  
1

ν
  (6) 

 

𝐸(𝑉2) =  
1

ν2   (7) 

 

Calculate expected time considering backup intervals and breakdowns (8) and (9). Y is the time 

interval from the start of the attempt to create a checkpoint (checkpoint) to the resumption of the service. 

 

𝐸(𝑌) =  
1

σ
(1 +  β ∗ E[V]) (8) 

 

Calculate variance: 

 

𝐸(𝑌2) =  
1

σ2
(1 +  β ∗ E[V]) +

β

σ
E[V2]  (9) 

 

Similarly, calculate expected service time and second moment of the service time (10) and (11). X is 

a random variable that represents the full time from the beginning of the service of the task to its completion. 

 

𝐸(𝑋) =  
1

μ
∗  

α+ σ

σ
∗

ν+ β

ν
 (10) 

 

𝐸[𝑋2] = 2 ∗ 𝐸[𝑋]2 + 
1

μ
(1 +  α ∗ E[𝑌2] +  β ∗ E[V2]) (11) 

 

The system is considered to be stable if the following is true [13]: 

 

λ ∗ E[X] < 1 (12) 

 

The condition ensures that the long-term average workload imposed on the system is less than its 

processing capacity. In other words, the server is able to handle incoming jobs faster than they arrive on 

average. 

If the stability condition is satisfied, the load L is calculated using Pollaczek–Khinchine formula (13): 

 

𝐿 =  λ ∗ E[X] +  
λ2∗𝐸[𝑋2]

2(1−λ∗E[X] )
 (13) 

 

This (13) gives the expected number of jobs in the system (both in service and waiting), derived from 

the Pollaczek–Khinchine formula for the M/G/1 queue. 

 

2.2.  Performance evaluation 

To evaluate performance of the method, the function of generating documents was chosen as a test 

process [20]–[25]. To determine the average service time (average service requirement), we employed a load 

testing tool to capture the response times (service time) for each request in the absence of checkpointing and 

errors. The total number of requests was set at 200, with an arrival rate of 0.3 requests per second. After 

obtaining the data, we plotted cumulative distribution function (CDF) displayed in Figure 7. 
 
 

 
 

Figure 7. CDF of service times (without checkpointing and crash-free) 
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The area under the CDF was computed using the Trapezoidal rule (14), resulting in a value of 695.82.  

 

𝐴𝑟𝑒𝑎𝐶𝐷𝐹 =  ∑
(ℎ𝑖+ℎ𝑖+1)

2

𝑁−1
𝑖=1 ∗ (𝑥𝑖+1 − 𝑥𝑖)  (14) 

 

Mean service time (μ) value is calculated using total area and area under the curve (15): 

 

𝜇𝐶𝐷𝐹 = 𝑇𝑜𝑡𝑎𝑙 𝑎𝑟𝑒𝑎 𝐶𝐷𝐹 − 𝐴𝑟𝑒𝑎 𝑢𝑛𝑑𝑒𝑟𝐶𝐷𝐹   (15) 

 

The total area represents the highest response time, which amounts to 2686 milliseconds. Using (3), 

the mean response time (µ) is calculated to be 1990 milliseconds (approximately 2 seconds). 

Similarly, average back-up duration β (average time for checkpointing) is calculated using 

measurements from calculation (14). The mean CDF of backup interval is calculated as 0.125 seconds. Next, 

(4) and (11) were calculated, giving us all the necessary parameters for finding optimal checkpointing interval. 

In Figure 8, the average number of jobs present in the system (13) is calculated for different 

checkpointing values (1/α) to find the optimal checkpointing values. During calculations, three different 

breakdown rates were used: 0.001, 0.01, 0.1 to show how it impacts performance. As seen in the graph, optimal 

checkpointing values start from 0.5 seconds, because from this point the functions start to flatten out. Graph 

also shows that more frequent breakdowns result in higher values of L. 

 

 

 
 

Figure 8. Finding optimal checkpointing interval, 1/α 

 

 

2.3.  Algorithm description 

The description of the proposed algorithm for finding optimal checkpointing interval can be viewed 

in the Algorithm 1 pseudocode or in Figure 9 in the form of block scheme. 

 

Algorithm 1. Optimal checkpoint interval selection based on minimum system load 
Generate a set of candidate intervals: Intervals ← Linspace(I_min, I_max, N) 

Initialize minimal load: Minimal_Load ← +∞ 

Initialize optimal interval: Optimal_Interval ← null 

Initialize empty list of loads: Loads ← [] 

For each I in Intervals do: 

   Compute checkpointing rate: α ← 1 / I 

   Compute system load: L ← Calculate_Load(λ, μ, α, avg_backup_interval, β) 

   Append load to list: Append L to Loads 

   If L is defined AND L < Minimal_Load then: 

      Update minimal load: Minimal_Load ← L 

      Update optimal interval: Optimal_Interval ← I 

   End If 

End For 

Return Optimal_Interval 

 

2.4.  System failure experiments 

We conducted experiments involving the failure of the primary server to assess the recovery 

capabilities of an available server in recovering the SAs. The experiment was iterated 200 times, maintaining 

a consistent arrival rate of 0.3. To save the state of the running process, a script was written and implemented. 
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The script sets optimal checkpointing interval that periodically writes current state of the process to a file as a 

Javascript object notation (JSON) object.  

 

 

 
 

Figure 9. Finding optimal checkpointing interval block scheme  

 

 

The script will automatically terminate the process at a random moment in the process execution, 

simulating a failure. Thus, we will be able to compare and evaluate the effectiveness of our implementation. The 

contents of the checkpoint can be seen in Figure 10. Checkpointing states save the PDF file's base64-encoded 

result. Upon function restart, it verifies saved states by matching the document's "id" with folders in the 

"checkpoints" folder. Then it searches for the last checkpoint, if it exists, the process is restored using this data. 

 

 

 
 

Figure 10. Checkpointing data 
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2.5.  System architecture diagram 

Figure 11 illustrates the proposed fault-tolerant architecture composed of five main components: the 

application layer, checkpoint manager, storage layer, monitoring service, and recovery orchestrator. 

Applications periodically save their states through the checkpoint manager, which handles checkpointing and 

rollback control. The storage layer ensures reliable persistence using both local and remote storage. The 

monitoring service tracks performance metrics and detects failures, while the recovery orchestrator coordinates 

system restoration based on the latest consistent checkpoint. This integrated design enables efficient recovery 

with minimal overhead and supports scalability in distributed enterprise environments. 

 

 

 
 

Figure 11. Architecture diagram 

 

 

2.6.  System model 

The proposed fault-tolerant framework operates in a distributed environment and is defined through 

the following components: nodes, processes, failure model, recovery model, and consistency model.  

 

2.6.1. Nodes 

The system consists of a set of physical servers: N={S1, S2,...,Sn}, n>1, where each server represents 

a computational node capable of processing client requests. Each node hosts multiple SAs and is connected to 

a shared database and remote storage. For fault tolerance, each primary server is associated with a backup 

server that can take over in case of failure. 

 

2.6.2. Processes 

Processes in the system are modeled as SAs executing tasks within enterprise workflows. Let P={SA1, 

SA2,...,SAσ} denote the set of SAs involved in processing a client request, where σ is the total number of 

applications participating in a workflow. These processes may be distributed across multiple servers and can 

interact sequentially or cyclically, as shown in the document-processing workflow. Each process periodically 

saves its execution state using checkpointing.  

The reliability of a process is defined as RSA, representing the probability that the SA completes 

execution without failure. 
 

2.6.3. Failure model 

The system considers two primary types of failures:  

− SA failure. Individual processes may crash or become unresponsive due to software-related issues (e.g., 

memory leaks, exceptions). Such failures affect only specific components of the workflow but may 

propagate delays.  

− Physical server failure. A complete server crash results in the failure of all SAs hosted on that server. This 

type of failure is typically caused by hardware faults, power loss, or network issues. The reliability of a server 

is denoted as 𝑅𝑠. The probability of workflow disruption increases with the number of participating processes 
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m, highlighting the need for efficient fault-tolerance mechanisms. The model assumes a fail-stop behavior, 

where failed components cease operation without producing incorrect outputs. 

 

2.6.4. Recovery model 

The system adopts a checkpointing-based rollback-recovery model. Each SA periodically saves its 

state at an optimal checkpointing interval 1/𝛼. Recovery is performed as follows: i) SA failure, another 

available SA retrieves the latest checkpoint from the local disk and resumes execution and ii) server failure, a 

backup server retrieves checkpoints from the remote database and restores all affected SAs. The dual-redundant 

storage strategy (local+remote) ensures both fast recovery and resilience against server crashes. 

 

2.6.5. Consistency model 

The system ensures checkpoint consistency to enable correct recovery without loss of computation or 

data corruption. A global state is considered consistent if all checkpoints correspond to a causally valid execution 

without missing or orphan messages. Given the enterprise workflow characteristics, the model employs:  

− Coordinated checkpointing within workflows, ensuring that dependent SAs maintain consistent states; 

− Deterministic recovery, where processes resume from the latest valid checkpoint without violating 

execution order. 

This approach prevents the domino effect and guarantees that the system can safely resume operation after 

failures. 

 

2.7.  Experimental design and evaluation framework 

To evaluate the effectiveness of the proposed checkpointing-based fault-tolerant framework, a 

structured experimental methodology was designed. The evaluation focuses on quantifying system 

performance under both crash-free and failure-prone conditions using a set of well-defined metrics. 

The experiments are conducted on an enterprise-like distributed environment consisting of multiple 

physical servers hosting SAs. A document-processing workflow is used as the benchmark scenario, where 

client requests are processed across multiple SAs distributed over several servers. Failures are artificially 

injected by terminating processes or simulating server crashes at random time intervals. Each experiment is 

repeated 200 times with a fixed arrival rate 𝜆=0.3 λ=0.3 requests per second to ensure statistical reliability. 

The system is evaluated under two configurations:  

− Baseline system (without checkpointing)  

− Proposed system (with optimal checkpointing and rollback-recovery) 

 

2.7.1. Evaluation metrics 

To evaluate the effectiveness of the proposed checkpointing and recovery mechanisms, a set of 

performance and reliability metrics is considered. The following metrics are used in the evaluation: 

− Recovery time (RT) 

RT is defined as the time required to restore a failed process or server to a consistent operational state 

after failure detection (16): 
 

RT=trecovery_complete−tfailure (16) 
 

This metric captures the responsiveness of the recovery mechanism. 

− Mean time to recovery (MTTR)  

MTTR represents the average RT across all failure events as seen in (17): 

 

MTTR =  
1

𝑁𝑓
∑ 𝑅𝑇𝑖

𝑁𝑓

𝑖=1
 (17) 

 

where Nf is the total number of failures. Lower MTTR indicates faster and more efficient recovery. 

− Throughput degradation 

Throughput degradation measures the reduction in system performance due to checkpointing 

overhead and recovery operations, as in (18): 

 

𝐷𝑡ℎ𝑟𝑜𝑢𝑔ℎ𝑝𝑢𝑡 =
𝑇𝑏𝑎𝑠𝑒𝑙𝑖𝑛𝑒− 𝑇𝑐ℎ𝑒𝑐𝑘𝑝𝑜𝑖𝑛𝑡

𝑇𝑏𝑎𝑠𝑒𝑙𝑖𝑛𝑒
 * 100% (18) 

 

where: 

Tbaseline: throughput without checkpointing  

Tcheckpoint: throughput with checkpointing  
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This metric evaluates the trade-off between fault tolerance and performance. 

− Storage overhead 

Storage overhead quantifies the additional storage required for maintaining checkpoints, as shown in (19): 

 

𝑂𝑠𝑡𝑜𝑟𝑎𝑔𝑒 =
𝑆𝑐ℎ𝑒𝑐𝑘𝑝𝑜𝑖𝑛𝑡𝑠

𝑆𝑡𝑜𝑡𝑎𝑙
 * 100% (19) 

 

where: 

Scheckpoints: storage used for checkpoint data  

Stotal: total available storage  

This metric reflects the cost of implementing checkpointing. 

− Checkpoint latency 

Checkpoint latency is defined as the time required to create and store a checkpoint, as in (20): 

 

Lcheckpoint= tcheckpoint_end− tcheckpoint_start (20) 

 

It includes both serialization and storage time (local disk and remote database). Lower latency reduces 

runtime overhead. 

− System availability 

System availability measures the proportion of time the system remains operational, as in (21): 

 

Availability =  
𝑇𝑢𝑝𝑡𝑖𝑚𝑒

𝑇𝑢𝑝𝑡𝑖𝑚𝑒+ 𝑇𝑑𝑜𝑤𝑛𝑡𝑖𝑚𝑒
 * 100 % (21) 

 

where, downtime includes both failure detection and recovery periods. This metric reflects the overall 

reliability of the system. 

 

2.8.  Benchmark workloads 

To ensure a comprehensive and realistic evaluation of the proposed framework, experiments are 

conducted using three categories of benchmark workloads that reflect typical enterprise digitalization scenarios. 

 

2.8.1. Synthetic enterprise workloads 

Synthetic workloads are generated to simulate controlled enterprise processing conditions. These 

workloads consist of sequences of tasks representing common operations such as authentication, data 

processing, and document generation. 

Each workload is parameterized by: 

− Number of SA σ  

− Number of servers n  

− Arrival rate λ  

− Failure rate ξ  

This benchmark allows controlled variation of system parameters and enables systematic evaluation 

of checkpointing interval optimization. It is particularly useful for analyzing system scalability and sensitivity 

to increasing workload size and failure frequency. 

 

2.8.2. Microservice transaction simulation 

To reflect modern enterprise architectures, the system is evaluated under a microservice-based 

transaction model. In this setup, each SA is treated as an independent microservice that communicates with 

others via request-response interactions. 

A transaction consists of a chain of dependent service calls: SA1 → SA2 → ... → SAk. Failures may 

occur at any stage, requiring partial or full rollback. This benchmark evaluates: 

− Recovery efficiency in interdependent workflows  

− Impact of checkpointing on latency propagation  

− Ability to maintain consistency across distributed services  

This scenario closely resembles real-world cloud-native systems and highlights the effectiveness of the 

proposed recovery orchestrator. 

 

2.8.3. Distributed service orchestration workloads 

This benchmark models complex enterprise workflows involving orchestration across multiple 

servers. In our case we use the document-processing pipeline described in Figure 2. 
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The workload evaluates: 

− System behavior under multi-node coordination  

− Recovery from both SA-level and server-level failures  

− Scalability when increasing the number of nodes n and processes σ  

This benchmark is particularly important for validating the system under realistic enterprise orchestration 

scenarios with high interdependence. 

 

 

3. RESULTS AND DISCUSSION 

This section describes the results of the implementation and experiments of proposed methods.  

 

3.1.  Performance evaluation results 

Table 3 summarizes the key performance metrics obtained from experiments under both baseline (no 

checkpointing) and proposed system (with optimal checkpointing). The results show that the proposed 

framework significantly reduces recovery-related delays while introducing minimal overhead during normal 

operation. 

 

 

Table 3. Performance evaluation results 
Metric Baseline system Proposed system 

RT High (full restart) Low (checkpoint-based) 

MTTR High Significantly reduced 

Throughput 100% 97.5% 
Checkpoint latency N/A 0.125 sec (avg) 

Storage overhead 0% Moderate (dual storage) 

Availability Lower under failures High (92% continuity) 

 

 

3.2.  Scalability analysis 

To evaluate scalability, the system was tested by increasing: 

− Number of servers n 

− Number of SA s σ 

− Arrival rate λ  

Results indicate that: 

− The system maintains near-linear scalability due to distributed processing and backup server integration  

− RT remains stable even as σ\sigmaσ increases, due to localized checkpoint recovery  

− Throughput degradation remains bounded (<3%), demonstrating efficient overhead control  

As workload size increases, the probability of failure also increases; however, the checkpointing mechanism 

ensures that recovery cost does not grow proportionally, preserving system performance. 

 

3.3.  Failure simulation scenarios 

In order to test the results, we calculated and plotted CDF of service rate of the testing process to see 

the performance difference between tasks with and without checkpointing. Figure 12 shows CDF of the process 

with and without checkpointing in a crash-free environment. Over 80% of the jobs are completed by 2100 

milliseconds when using checkpointing, and for the jobs without checkpointing completion time is around 

2050 milliseconds. Thus, the difference is tiny, approximately 50 milliseconds. The relatively small overhead 

can be explained by the adopted dual-storage architecture and the way checkpoint operations are performed. 

Although checkpoint data is written to both the local disk and the remote database, these operations are not 

fully sequential and blocking. The local disk write is typically fast due to low-latency access within the same 

physical server, and it serves as the primary persistence layer during normal operation. At the same time, the 

remote database write is handled asynchronously or in parallel, meaning that the application does not always 

wait for the remote storage operation to fully complete before continuing execution. This significantly reduces 

the impact on the overall response time. 

Figure 13 shows CDF of the process with and without checkpointing when crashes occur in every SA. 

It is clear that when using checkpointing, 90% of the SAs completed their job by 2250 milliseconds, whereas 

without checkpointing 90% of the tasks are finished only after around 3250 milliseconds. This proves that our 

optimal checkpointing approach provides a huge benefit to the performance when failures occur with minimal 

overhead.   
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Figure 12. CDF of service rate in a crash-free 

experiment 

Figure 13. CDF of service rate with during 

crashes 

 

 

3.4.  Bottleneck analysis 

Despite the improvements, several system bottlenecks were identified: Frequent checkpointing 

increases I/O operations, especially when writing to both local disk and remote database. Accessing remote 

databases during recovery introduces additional delay, particularly in high-latency environments.  

 

3.5.  Overhead vs. recovery trade-off 

The experimental results confirm that the optimal checkpointing interval (0.5 sec) calculated using an 

algorithm in the paper achieves the best trade-off: 

− Minimizes RT  

− Keeps throughput degradation below 3%  

− Maintains high availability (92%) 

 

 

4. CONCLUSION 

Extensive research was conducted to enhance the fault tolerance and scalability of enterprise 

applications, leading to the implementation of rollback-recovery method with optimal checkpointing interval. 

This comprehensive approach ensures the reliability and scalability of enterprise applications, contributing to 

a resilient and scalable digital ecosystem. Paper addresses two failure types: SA crash and physical server 

crash. Authors provide dual-redundant strategy and backup servers to tackle the issues. 

The system's resiliency is tested using implementations. Recovering a process from the last saved 

checkpoint demonstrated system resiliency by implementing a process recovery, highlighting the role of the last 

saved checkpoint in protecting against failures. Implementations with crash and crash-free scenarios in 

environments both with checkpointing and without checkpointing provide proof of the robustness of our resiliency 

approach, revealing its potential to ensure uninterrupted operation even in the face of unexpected challenges. 

Despite these contributions, the dual-storage mechanism introduces extra overhead and resource 

consumption, particularly under high checkpointing frequency. The approach also assumes stable network 

conditions for remote data synchronization, which may not always be guaranteed. Future work will focus on 

adaptive checkpointing mechanisms that dynamically adjust intervals based on system load and failure 

likelihood. Further research may also explore the integration of machine learning (ML) techniques for 

predictive fault management, as well as validation in large-scale cloud environments to improve scalability and 

real-world applicability. 
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