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Structured query language injection (SQLi) remains one of the most critical
threats to web applications. Conventional web application firewall (WAF)
such as ModSecurity provide protection but face limitations in
heterogeneous environments and often require additional configurations on
web servers. This issue is problematic because adding new configurations
demands considerable effort and may disrupt stable services. To address this
challenge, this research proposes PyWAF, a Python-based WAF developed
as a reverse proxy that offers flexible protection across heterogeneous web
servers against SQLi attacks. PyWAF employs a weighted core rule set
(CRS) with a scoring mechanism and gate flags to detect various SQLi
patterns. The proposed method was evaluated in compatibility testing and
reliability testing across three popular web server environments namely
Apache, Nginx, and OpenLiteSpeed. The reliability evaluation utilized 30
SQLi payloads across three different scenarios, namely GET, POST, and
APl payload. The results of compatibility test show that the proposed

method achieved seamless integration with all web servers without requiring
additional server configuration. In term of reliability, PyWAF successfully
blocked 100% of SQLi attacks, while ModSecurity blocked 88.9%,
demonstrating an improvement of 11.1% in SQL.i detection capability.
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1. INTRODUCTION

Web application security is a critical aspect as cyberattack threats continue to increase. One of the
most common and dangerous threats is the structured query language injection (SQLIi) attack [1]. This attack
exploits input validation vulnerabilities to inject malicious structured query language (SQL) commands,
which may lead to data leakage or even full database compromise [2]. SQLi remains a popular attack vector
frequently used to compromise website security [3], and has consistently ranked among the most severe web
vulnerabilities each year [4]. To mitigate such threats, many organizations implement a web application
firewall (WAF) as an additional defensive layer in front of their web applications [5], [6].

WAF has been widely adopted as a defensive mechanism to filter and block malicious traffic before
it reaches the web server [7]. One of the most popular and widely used WAF is ModSecurity, which can be
employed to prevent SQLi attacks [8]. However, ModSecurity still has two major limitations which are
integration challenges within heterogeneous web backend environments [9] and detection errors, particularly
when dealing with new or evolving attack patterns [10]. Recent studies have shown that ModSecurity's
default configuration achieves only 63.85% to 66.82% true positive (TP) rate at 1% false positive rate, and
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performance further degrades to 55.55% when facing adversarial SQLi attacks [11]; this highlights
significant gaps in detection effectiveness.

To enhance detection capabilities, several studies have proposed various improvements, such as
adding new rules through proxy grammar integration [3], configuring filtering policies to improve
effectiveness [12], integrating rules with autoencoders, and modifying usability aspects [13]. Nevertheless,
the detection capability of SQLi attacks, particularly against new or emerging attack patterns, remains an
ongoing challenge that has not been fully resolved.

In addition to challenges related to new attack patterns, ModSecurity also faces issues concerning
integration within heterogeneous backend server infrastructures [14]. In practice, web applications often
operate on diverse backend platforms such as Apache, Nginx, and OpenLiteSpeed, each with distinct
configurations and architectures [15], [16]. ModSecurity’s dependency on server-specific modules makes its
implementation inconsistent across platforms. For instance, ModSecurity can be easily deployed on Apache
web servers [9], [17], but requires additional integration through connectors or external modules on other
web servers, increasing configuration complexity and potentially disrupting the stability of existing
services [18].

This server-dependency challenge is not unique to ModSecurity but represents a fundamental
limitation of most conventional WAF solutions. Existing WAF implementations typically rely on server-
specific modules or connectors, requiring tailored configurations for each web server platform [19]. While
previous research has focused primarily on improving detection algorithms or rule sets, few studies have
addressed the practical challenge of deploying WAFs across heterogeneous web server environments. The
lack of server-agnostic WAF solutions creates deployment complexity for organizations operating mixed
infrastructure, where different applications may run on different web server platforms [20].

This study fills this gap by developing and validating PyYWAF, a Python-based WAF designed for
heterogeneous backend environments. Unlike conventional server-dependent WAFs, PyWAF utilizes a
reverse proxy architecture that operates independently of the backend web server type, eliminating the need
for server-specific modules or configurations while maintaining robust SQLi detection capabilities. This
approach ensures consistent protection and simplifies deployment, allowing organizations to strengthen web
security without altering the stability or structure of their existing systems.

The primary objective of this research is to develop and evaluate a WAF solution that achieves
superior SQL.i detection accuracy while maintaining deployment flexibility across heterogeneous web server
infrastructures. The specific objectives and contributions of this research are:

- Development of a server-agnostic reverse proxy architecture enabling flexible SQLi protection across
heterogeneous web server environments.

- Design of weighted core rule set (CRS) with scoring mechanism capable of detecting various SQL.i
patterns across GET, POST, and API payload attack scenarios.

- Empirical evaluation demonstrating that the proposed WAF can be seamlessly integrated into
heterogeneous backend environments while maintaining strong SQL.i detection performance.

Through these contributions, this study offers a flexible and practical security solution to strengthen web

protection against SQL.i threats, particularly in heterogeneous web infrastructure environments.

2. METHOD

This section presents the proposed method system design, experimental environment configuration,
and evaluation method for assessing compatibility of proposed method across heterogeneous web server
platforms and assessing reliability of SQLi detection.

2.1. System design

The proposed WAF, named PyWAF (https://github.com/yasirutomo/pywaf), is designed as a proxy
for the web server, ensuring that all traffic passes through the WAF before reaching the backend server.
Figure 1 illustrates the PyWAF architecture and data flow design, where the WAF is positioned as a reverse
proxy serving as the primary defense layer that filters incoming HTTP/HTTPS requests from users before
forwarding them to the backend servers. The backend environment consists of three web servers namely
Nginx, Apache, and OpenLiteSpeed which represent a heterogeneous infrastructure protected by the WAF.
During the filtering process, PyWAF inspects each request using its CRS. Detected anomalies or blocked
requests are recorded in the log files, while legitimate requests are forwarded to the backend servers and
processed by their respective applications and databases.
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Figure 1. Proposed PyWAF architecture as a reverse proxy, covering request processing, canonicalization,
rule matching against the weighted CRS, scoring/decision in heterogeneous backend servers

2.2. System environment

The experimental environment was built on a virtual infrastructure consisting of five virtual
machines (VMSs) running Ubuntu Server. These five VMs were categorized into two types, namely WAF
VMs and backend VMs. The WAF VMs consisted of two machines, one running the proposed PyWAF and
another running ModSecurity, which served as the baseline for comparison. The configuration details of the
WAF VMs are presented in Table 1.

Table 1. WAF VM environment

No. VM name Role Config
1 Server-1 Python-based WAF (PyWAF)  Docker container
2 Server-2 ModSecurity WAF Host-based config

Meanwhile, the remaining three VMs were used to simulate backend servers with varying
configurations to evaluate the compatibility of the WAF across different types of web servers. The
configuration details of each backend server are presented in Table 2.

Table 2. Backend VM environment

No. VM name Role Web server Hosted web  Web name
1 Server-3  Backend web  OpenLiteSpeed Wordpress  Web 1
2 Server-4  Backend web  Apache Native PHP  Web 2
3 Server-5  Backend web  Nginx Web API Web 3

2.3. Core rule set development

CRS is a collection of pre-defined rules designed to detect and block SQLi attacks [21], [22]. The
CRS in PyWAF is designed to detect SQL.i attack patterns using a collection of regular expression-based
rules. Each rule is structured in the format of rule name, regex pattern, score, and gate flag.
Figure 2 illustrates the example of CRS stored in PyWAF.

The implementation is represented in Python code format, where each rule consists of a unique
identifier, regular expression pattern for detection, assigned score, and gate flag indicator. The assigned score
was designed considering two main factors, namely potential impact if the attack is successfully executed and
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false positive risk. Database destruction operations received the highest score (6) as they can cause
immediate and irreversible damage to system integrity. Data extraction patterns were assigned scores of 4-5
as they enable attackers to steal sensitive information including credentials and personal data. Query
manipulation patterns received scores of 2-3 as they typically serve as preparatory steps for more
sophisticated attacks. Auxiliary indicators were assigned the lowest scores (1-2) because they may
occasionally appear in legitimate queries, thus, lower weights minimize false positives while still
contributing to cumulative detection when combined with other patterns. This graduated scoring approach
balances detection sensitivity with precision, reducing the risk of blocking legitimate requests.

“SQLI_RULES_SPEC = [
("UNION_SELECT", r"\bunion(?:[\s\/\*!-1{0,8})all?(?:[\s\/\*!-1{0,8})select\b", 5, True),
("SELECT_FROM", r"(?<![a-z@-9_])select\s+.{0,2008}?\s+from\b", 3, False),
("ORDER_BY_NUM", r"\border\s+by\s+\d+\b", 2, False),
("TAUTOLOGY_EQ", r"(?:7[*a-20-9_1)(?:or|and)\s+[\(\s]*' 21" 2\s*=\s*"?21"2", 4, False),
("INFO_SCHEMA", r"\binformation_schema\b", 4, False),
("INTO_OUTFILE", r"\binto\s+outfile\b", 5, True),
("SLEEP_FN", r"\b(?:sleep|pg_sleep)\s*\(\s*\d+\s*\)|\bwaitfor\s+delay\b", 4, True),
("STACKED_DDL", r";\s*(?:drop|truncate)\b", 6, True),
("DML_DELETE", r"\bdelete\s+from\b", 4, False),
("DML_INSERT", r"\binsert\s+into\b", 3, False),
("ORDER_BY_FUNC", r"\border\s+by\b.{®,120}\b(?:sleep|pg_sleep|benchmark|md5\s*\ ()", 5, True),
("DROP_FUNCTION", r"\bdrop\s+function\b", 6, True),
("UPSERT_SELECT", r"\binsert\s+into\b[\s\S]{@,120}\bselect\b", 4, True),
("DELETE_USING", r"\bdelete\s+from\b\s+\w+(?: \s+using\b|\s+where\b)", 3, False),

]

Figure 2. Weighted CRS for SQL.i detection in PyWAF

In total, the complete CRS consists of 54 rules targeting various SQL.i patterns, with severity scores
ranging from 1 to 6 based on attack impact and false positive risk. Among these, 15 rules are marked with
gate flags for immediate blocking of high-confidence attack indicators such as DROP, SLEEP, and UNION
SELECT combinations. The cumulative score threshold is set to 1, meaning any request matching at least one
suspicious pattern triggers blocking unless it is a low-scored pattern without a gate flag. This low threshold
prioritizes detection sensitivity, with the gate flag mechanism providing precision for critical patterns. The
complete list of CRS rules is available in the PyWAF source code repository on GitHub
(https://github.com/yasirutomo/pywaf/blob/main/waf/app-v2.2.py).

All the rules are compiled and stored in an array structure for efficient pattern matching during
request inspection. Table 3 presents concrete examples of these CRS rules with actual SQLi payloads,
assigned scores, and their attack purposes.

Table 3. Examples of CRS rules with SQL.i queries

No. CRS rule name Example query Score  Gate flag Description/purpose
1 UNION_SELECT admin' UNION SELECT NULL, 5 True Data extraction by combining query
'admin', -- results to inject fake credentials and
bypass authentication.
2 DROP_FUNCTION 1'; DROP FUNCTION 6 True Database destruction by removing
validate_user; -- stored functions, disabling
authentication mechanisms.
3 TAUTOLOGY_EQ admin' OR 1=1 -- 4 False Authentication bypass using always-

true conditions to access system
without valid credentials.

4 SLEEP_FN product_id=1 AND 4 True Blind SQLi via time delays to extract
IF (SUBSTRING (password, 1,1) data character by character through
='a', SLEEP(5), 0) response timing.

5 ORDER BY NUM  id=1 ORDER BY 5 -- 2 False Column enumeration to determine

table structure count for preparing
UNION-based attacks.

As shown in Table 3, each rule is assigned a weight (score) representing the severity or potential
impact of the detected SQLi pattern. The scoring was determined based on the risk level and execution
potential of each SQL keyword or function if exploited by an attacker. Patterns associated with critical
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actions such as database modification or system command execution (e.g.,, DROP_FUNCTION) were
assigned the highest score (6), indicating high-risk operations that can directly compromise data integrity or
system availability. Union-based injection patterns (e.g., UNION SELECT) and time-based blind injection
patterns (e.g., SLEEP_FN) were assigned scores of 5 and 4, respectively, as they enable direct data extraction
or information gathering attacks. Query manipulation patterns such as ORDER_BY NUM were assigned lower
scores (2) as they primarily serve as reconnaissance techniques to prepare for more advanced attacks.

A request is blocked when the cumulative score reaches or exceeds the predefined threshold of 1, set
deliberately low to maximize detection sensitivity. Additionally, some rules are marked with a gate flag
set to True, indicating that a single match is sufficient to trigger immediate blocking regardless of the
cumulative score. Rules with True gate flag (such as UNION SELECT, DROP_FUNCTION, and
SLEEP_FN shown in Table 3) represent high-confidence SQL.i indicators that warrant immediate blocking.
This combined scoring and gating approach in the developed CRS provides flexibility in blocking decisions
while maintaining high detection accuracy.

2.4. Deployment

To implement the CRS developed in the previous section, the proposed WAF (PyWAF) was
implemented using the Python programming language. Python was selected due to its extensive support for
string manipulation, regular expression processing, and logging mechanisms, which are essential for
implementing rule-based inspection. Moreover, Python provides flexibility for rapid prototyping, and through
Docker containerization, it ensures high portability and seamless deployment across different environments.

The CRS logic was integrated into the WAF as a global component that performs real-time request
inspection. The filtering workflow applied by the CRS in PyWAF is presented in Algorithm 1, which
illustrates the sequential process of canonicalization, rule matching, scoring, and decision-making during
request inspection.

Algorithm 1. Request filtering flow with weighted CRS
Input: HTTP request req

Output: Decision €{BLOCK, FORWARD}

1 Initialize total score « 0

Initialize evidence « @

Initialize gated flag ~ false

Initialize threshold ~ 1

// Inspection stage

Sw N

5 foreach field in request do

6 canon « canonicalize (field)

7 foreach rule in CRS do

8 if rule.regex matches canon then

9 total score ~ total score + rule.score
10 evidence « evidence U rule.id

11 if rule.gate = true then

12 gated flag « true

// Decision stage
13 if gated flag = true or total score 2 threshold then

14 Write evidence

15 return BLOCK

16 else

17 Forward request to backend
18 return FORWARD

Algorithm 1 illustrates that the request filtering process begins with the extraction of request
parameters, which may include query parameters, form data, or JSON bodies. Each extracted value is
normalized through a canonicalization process consisting of URL decoding, lowercasing, SQL comment
removal, and whitespace normalization. This step is crucial to mitigate the effects of obfuscation techniques
commonly used by attackers.

The standardized values are then matched against the CRS patterns. When a match is found, a local
score is added, and the match information is recorded as evidence. After all inputs are inspected, the total
score is computed and compared to the threshold. If the score exceeds the threshold or if a gate flag is
triggered, the request is immediately blocked by returning a 403 forbidden status, while detailed evidence,
triggered rules, and requested input parameter are logged in the evidence log. Otherwise, the request is
forwarded to the backend server.

In terms of computational complexity, let N denote the number of extracted request parameters, M
the number of CRS rules (M = 54), and L the average length of a parameter value. For each parameter,
canonicalization requires O(L) time, and matching against all CRS rules requires O(M X L) time using regex-
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based pattern matching. Since this process is repeated for all N parameters, the overall computational
complexity per request is O(N x M x L). As M is a fixed constant independent of traffic volume, the
effective complexity scales linearly with request size (O(N x L)), supporting the lightweight nature of the
proposed rule matching and scoring mechanism.

2.5. Evaluation

The system performance evaluation was conducted in two main stages. The first stage focused on
compatibility evaluation, aimed at assessing the WAF’s ability to operate in front of heterogeneous backend
servers. The testing was carried out by deploying WAF with three types of web servers, namely Apache
running a native PHP application, Nginx hosting a Web API application, and OpenLiteSpeed serving
WordPress. At this stage, the primary indicator observed was whether the WAF could operate without
causing operational disruptions or requiring significant configuration changes on each backend server.

The second stage involved evaluating the reliability of the WAF in preventing SQL.i attacks. The
testing included various attack scenarios, covering GET requests, POST form data, and API payloads in
JSON format. An illustration of these attack scenario variations is presented in Table 4.

Table 4. SQL.i test scenario

No Scenario Method Query example
1 URL access URL (GET): attacks embedded in web https://contoh.com/product?id=1"' AND
test URL [23], [24] EXTRACTVALUE (1, CONCAT (0x0a, USER())) --

2  Formdatatest Form data (POST): attacks embedded username=admin'

in web form input [25]

API payload: attacks inserted into APl {

requests [26] "username":
"password":

}

--&password=test

3 API
test

payload
"admin%27%200R%201=1%20--",
"test"

In each scenario, the SQL.i attacks included five common injection techniques, namely tautology-
based (Boolean-based), union-based, error-based, blind SQL, and time-based [27], [28]. The queries are
publicly available in GitHub (https://github.com/yasirutomo/sql-injection-test). Table 5 shows the detail of
SQL.i payloads used.

Table 5. Detail of SQLi payload for testing
Attack Number of

No. Example queries

Description

technique test queries
1 Tautology- 6 OR 1=1, AND 'a'='a' Converts a conditional expression into a tautology,
based causing the condition to always evaluate to true.
(Boolean- Commonly used to bypass authentication or broaden
based) query results [29].
2 Union-based 6 UNION SELECT NULL, Exploits the UNION operator to combine attacker-

username,
users

password FROM controlled SELECT results with legitimate

application query. Effective when the application
directly displays query output [30].

3 Error-based 6 ' AND (SELECT 1 FROM Triggers database errors or exploits verbose error
(SELECT COUNT (*), messages to disclose sensitive data through returned
CONCAT (...) GROUP BY x)a) error output [31].

4 Blind SQL 6 ' AND Attacker probes boolean conditions and observes
SUBSTRING (database(),1,1) changes in application behavior to extract
='a information [32].

5 Time-based 6 '; IF(1=1, SLEEP(5), 0) - Inferential technique using delay mechanisms (e.g.,

SLEEP (), WAITFOR) to extract data by observing

differences in response times when conditions are
true or false [33], [34].

Based on Tables 4 and 5, each scenario consists of 30 SQLi payloads. These 30 payloads were
tested across three different scenarios (GET, POST, and API payload), resulting in a total of 90 SQLi
payloads evaluated in this study. The test results were recorded and analyzed to measure the recall
(sensitivity) of SQL.I detection using (1):

TP(s)

Recall(s) = oo

€]
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where TP represents the SQLi payloads that were successfully blocked, FN represents the SQLi payloads
that bypassed the WAF, and s € {non — WAF, ModSecurity, PyW AF}. After obtaining the recall values for
each condition, the comparative security improvement between non-WAF, ModSecurity, and the proposed
WAF can be calculated using (2):

ARecall(w,x) = Recall(w) — Recall(x) 2

where w represents the proposed WAF and ModSecurity, which are compared against x (non-WAF).
Ultimately, the evaluation results in this study demonstrate the degree of security improvement achieved by
NonWAF, ModSecurity, and PyWAF.

3. RESULTS AND DISCUSSION

This section presents the compatibility results, SQLi detection evaluation, comparative analysis and
discussion of the proposed PyWAF, along with its comparison to ModSecurity as the baseline across three
different attack scenarios namely, GET, POST, and API payload.

3.1. Compatibility results

Comepatibility evaluation was conducted by placing the WAF in front of three different backend
servers which were Apache with a WordPress application, Nginx with a Web API application, and
OpenL.iteSpeed with a native PHP application. The integration of the WAF with each backend was tested
without additional configuration on the web server side, in order to simulate real-world conditions where
many web applications operate using heterogeneous web servers, technologies, and configurations. Adding
new configurations to existing web servers often requires significant effort and may potentially disrupt the
stability of already operational web services.

Table 6 presents the compatibility test results, showing that PyYWAF operated successfully across all
backend servers without requiring additional configuration modifications on the backend web servers. All
legitimate requests were successfully forwarded to the applications without causing operational disruptions.
This server-agnostic capability is particularly valuable for organizations operating heterogeneous web
infrastructures, as it eliminates the need for server-specific WAF installations and reduces deployment
complexity. In contrast, ModSecurity requires server-specific modules and can only protect Apache-based
servers in our test environment, limiting its applicability in diverse infrastructure scenarios. Therefore,
PyWAF offers higher flexibility, as it can protect various types of backend servers through a reverse proxy
approach without altering existing web configurations.

Table 6. Compatibility results

Web server
No WAF OpenL.iteSpeed (web 1)  Apache (web 2)  Nginx (web 3)
1 ModSecurity - v -
2 PYWAF N v v

3.2. Structured query language injection detection results

The system reliability evaluation was conducted by testing 30 SQLi queries representing five
common techniques (tautology-based, union-based, error-based, blind SQL, and time-based) across GET,
POST, and API Payload scenarios. Each query for every scenario was executed using Postman, adjusting the
HTTP method and request body to match the scenario. The target application was a native PHP web
application intentionally made vulnerable to SQL..

3.2.1. GET scenario test results

The tests were conducted using Postman, where each SQLi payload was embedded in the URL
query string. This setup aimed to simulate attacks exploiting GET parameters commonly found in web
applications. The detection results for this scenario are summarized in Table 7.

Table 7 shows that the non-WAF setup was affected by all 30 SQLi payloads. ModSecurity
managed to block 27 payloads (90%), while three attacks still succeeded in passing through. In contrast,
PYWAF successfully blocked all attacks (100%) in the controlled test environment. These demonstrated
PyWAF's effectiveness compared to the baseline in providing protection against various categories of SQL.i
attacks.
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Table 7. SQL.i detection on GET scenario

No SQLi category Number Non-WAF ModSecurity PYWAF
of query Pass Block % Pass Block % Pass Block %

1 Tautology-based 6 6 0 0.00 2 4 66.67 0 6 100.00
2 Union-based 6 6 0 0.00 0 6 100.00 0 6 100.00
3 Error-based 6 6 0 0.00 1 5 83.33 0 6 100.00
4 Blind SQL 6 6 0 0.00 0 6 100.00 0 6 100.00
5  Time-based 6 6 0 0.00 0 6 100.00 0 6 100.00

Total 30 30 0 0.00 3 27 90.00 0 30 100.00

3.2.2. POST scenario test results

The tests were performed using Postman with the POST method, where each SQLi payload was
placed in the request body as form-data. This configuration replicates injection attempts through
POST-based input fields commonly used in web forms. The detection results for this scenario are presented
in Table 8.

Table 8. SQL.i detection on POST scenario
Non-WAF ModSecurity PYWAF
Pass Block % Pass  Block % Pass  Block %

No  SQLicategory  Number of query

Qo

1  Tautology-based 6 6 0 0.00 3 3 50.00 0 6 100.00
2 Union-based 6 6 0 0.00 0 6 100.00 0 6 100.00
3 Error-based 6 6 0 0.00 1 5 83.33 0 6 100.00
4 Blind SQL 6 6 0 0.00 0 6 100.00 0 6 100.00
5  Time-based 6 6 0 0.00 0 6 100.00 0 6 100.00

Total 30 30 0 0.00 4 26 86.67 0 30 100.00

Table 8 presents the results of SQLi testing for the POST scenario. The non-WAF web server was
affected by all 30 SQLi payloads. ModSecurity demonstrated better performance by blocking 26 payloads
(86.7%), although four attacks, particularly in the tautology-based and error-based categories, still managed
to pass through. In contrast, PyYWAF successfully blocked all payloads in the dataset (100%). These results
demonstrate that PyWAF is more effective in handling SQL.i attacks in the POST request scenario.

3.2.3. API payload scenario test results

The tests were carried out using Postman with the POST method, where each SQLi payload was
embedded in the raw JSON-formatted request body. This scenario emulates attacks targeting API endpoints
that transmit data in JSON format. The detection results for this scenario are summarized in
Table 9. The result shows that none of the 30 queries were blocked when no WAF was used. ModSecurity
was able to block 27 out of 30 payloads (90%), leaving three attacks that still passed through. In contrast,
PyWAF successfully blocked 100% of SQLi queries dataset, demonstrating its effectiveness in handling
SQL.i attack variations under the API/JSON scenario.

Table 9. SQLi detection on API payload scenario

. Non-WAF ModSecurity PyWAF
No  SQLicategory  Number of query Pass Block %  Pass Block % Pass  Block %

1  Tautology-based 6 6 0 0.00 2 4 66.67 0 6 100.00
2 Union-based 6 6 0 0.00 0 6 100.00 0 6 100.00
3 Error-based 6 6 0 0.00 1 5 83.33 0 6 100.00
4 Blind SQL 6 6 0 0.00 0 6 100.00 0 6 100.00
5  Time-based 6 6 0 0.00 0 6 100.00 0 6 100.00

Total 30 30 0 0.00 3 27 90.00 0 30 100.00

Notably, the detection results for GET scenario (Table 7) and API payload scenario (Table 9) are
identical, with both scenarios showing the same three attacks bypassing ModSecurity in the tautology-based
and error-based categories. This consistency indicates that ModSecurity exhibits similar detection behavior
across different request types, with persistent weaknesses in handling specific tautology-based and error-
based injection patterns. These patterns typically involve always-true conditions (e.g., OR 1=1) and error
message exploitation that ModSecurity's generic rules struggle to identify effectively. Conversely, PyWAF
maintained 100% detection across all scenarios, demonstrating robust protection regardless of the request
method used. This reliability is critical for modern web applications that expose multiple attack surfaces
through different input channels (URL parameters, form data, and API endpoints).
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3.3. Comparative analysis

A comparative analysis was conducted by calculating the sensitivity (recall) and the security
improvement achieved by ModSecurity compared to PyWAF. For each test scenario, the TP value represents
the number of SQLi queries successfully blocked, while the false negative (FN) value represents the number
of queries that were not blocked. The comparison results of SQL.i detection recall/sensitivity are presented in
Table 10.

Table 10. Comparison of SQL.i detection sensitivity
System Total SQLiquery TP FN  Recall (%)

Non-WAF 90 0 90 0
ModSecurity 90 80 10 88.9
PYyWAF 90 9 0 100

Table 10 shows that PyWAF’s SQL.I detection sensitivity outperforms ModSecurity, with values of
100% and 88.9%, respectively. The improvement represents 10 additional attacks blocked. In a production
environment processing thousands of requests daily, this improvement could translate to preventing dozens
of successful SQLi attempts that would otherwise compromise sensitive data. The 10 attacks that bypassed
ModSecurity included critical injection types such as authentication bypass (tautology-based) and data
extraction (error-based), which could lead to unauthorized access or data breaches if left undetected. This
comparative performance is further visualized in Figure 3, which illustrates the security improvement
(4Recall(w, x)) achieved by each WAF system compared to the non-WAF baseline.
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80

60
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40

20

ModSecurity PyWAF
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Figure 3. Comparison of security improvement against SQL.i attacks

Based on Figure 3, the proposed WAF, PyWAF, outperforms ModSecurity by 11.1% in detecting
and preventing SQL.i attacks. These results demonstrate that PyWAF successfully addresses both primary
objectives namely achieving superior detection accuracy (100% vs. 88.9%) and providing server-agnostic
deployment across heterogeneous web infrastructures without configuration overhead.

3.4. Discussion

The evaluation results indicate that PyWAF successfully addresses the limitations of conventional
WAFs such as ModSecurity in two key aspects which are compatibility and reliability. In terms of
compatibility, PyWAF is capable of protecting various backend servers, including Apache, Nginx, and
OpenL.iteSpeed, without requiring additional host configurations in existing web server. This server-agnostic
capability stems from the fundamental difference between reverse proxy and host-based architectures. As a
reverse proxy, PyYWAF operates as an independent intermediate layer that intercepts HTTP/HTTPS traffic at
the network level before it reaches backend servers.

In contrast, host-based WAFs like ModSecurity require deep integration through server-specific
connectors (e.g., ModSecurity on Apache uses mod_security module or Nginx requires a separately compiled
ModSecurity-nginx connector). Each web server platform has distinct architectures, necessitating customized
integration for each platform. This tight coupling creates compatibility constraints evident in ModSecurity's
inability to protect OpenLiteSpeed and Nginx in our environment without additional compilation and
configuration. PyWAF's reverse proxy approach avoids these issues by inspecting requests at the HTTP
protocol level and forwarding legitimate traffic via standard HTTP proxying that all servers support natively.

Bulletin of Electr Eng & Inf, Vol. 15, No. 5, October 2026: 4312-4324



Bulletin of Electr Eng & Inf ISSN: 2302-9285 O 4321

This eliminates the need for server-specific modules or configuration changes, enabling seamless deployment
across heterogeneous infrastructures. The processing overhead remains minimal as PyWAF performs
efficient pattern matching without deep server integration. This architectural advantage makes the reverse
proxy approach better suited for mixed backend infrastructures.

In terms of reliability, PyWAF achieved a 100% detection rate across all tested SQLi scenarios,
including GET, POST, and API payload, using the evaluation dataset. In contrast, ModSecurity allowed 10
payloads (11.1%) to bypass detection, primarily in the tautology-based and error-based categories. This
performance difference stems from PyWAF's dual-mechanism detection approach. The weighted scoring
system (values 1-6 based on attack severity) enables cumulative evidence aggregation across multiple pattern
matches within a single request, while gate flags provide immediate blocking for high-confidence indicators
like DROP or UNION SELECT combinations.

In contrast, ModSecurity's default CRS relies on individual rule matching without weighted scoring,
requiring each rule to independently trigger a block decision. The 10 bypassed attacks, particularly tautology-
based ('1'="1") and error-based injections, succeeded against ModSecurity because individual pattern
fragments did not meet blocking criteria, whereas PyWAF's cumulative scoring detected the anomalous
combination of suspicious elements. This weighted approach with gating provides more comprehensive
protection against sophisticated attacks that distribute malicious content across multiple parameters or
employ obfuscation techniques. The 11.1% improvement demonstrates that this strategy effectively identifies
attack patterns that evade generic rule-based detection while maintaining low false positive rates.

Beyond this comparison with ModSecurity, PyWAF's static rule-based design also offers higher
explainability compare to machine learning (ML) approaches. Each detection decision in PyWAF can be
directly traced to a specific rule and its assigned score, whereas ML/DL models, particularly deep learning
architectures, often operate as black boxes that are difficult to audit. PyWAF also incurs lower computational
overhead, since detection relies on lightweight regex-based pattern matching without the training or inference
costs associated with ML/DL models. However, PyWAF's static rules require manual updates to address
novel attack patterns, whereas ML/DL approaches can potentially generalize to previously unseen SQL.i
variants. This adaptability trade-off is one of several limitations that must be acknowledged in this study.

Other limitations relate to the evaluation method and scope. First, the evaluation was conducted
using a controlled dataset of five types of SQLi payloads with a total of 30 queries in each scenario, which
may not fully represent the complexity and diversity of real-world attack patterns encountered in production
systems. Additionally, false positive rates were not systematically measured, evaluation with diverse
legitimate traffic datasets is needed to quantify the trade-off between detection sensitivity and operational
usability. Validation against larger standardized test suites such as OWASP SQL.i test cases would provide
more comprehensive assessment of detection capabilities. Second, a detailed performance benchmark under
high traffic conditions has not yet been conducted and remains part of future work. These limitations suggest
that while PyWAF demonstrates promising results in controlled settings, further validation with larger
datasets, real-world traffic patterns, and performance evaluations under high traffic conditions is necessary to
confirm its effectiveness and reliability for widespread adoption.

4. CONCLUSION

This study has proposed and implemented PyWAF, a Python-based WAF that functions as a reverse
proxy for backend web servers against SQLi attacks. PyWAF implements a weighted CRS to score the
possibility of whether a request is an SQLi attack or not. Based on evaluation conducted across various
backend servers (Apache, Nginx, and OpenLiteSpeed), it achieved a 100% detection rate against 30 SQLi
payloads across three different scenarios, namely GET, POST, and API payload (90 payloads in total). In
contrast, ModSecurity achieved a recall of 88.9% and still allowed several attacks to pass through,
particularly in the tautology-based and error-based categories. These results demonstrate: i) the advantage of
the proposed reverse proxy-based architecture in providing flexible protection for heterogeneous web server
environments, ii) seamless compatibility across Apache, Nginx, and OpenL.iteSpeed without requiring server-
specific configurations, and iii) a notable 11.1% improvement in security against SQL.i attacks.

Although these results demonstrate PyWAF's advantages in terms of compatibility and detection
reliability within the tested scope, the study is still limited to: i) controlled testing scenarios which may not
fully represent production attack diversity, ii) a CRS that relies on static rule-based detection, which may
become less effective against evolving or previously unseen SQLi techniques, and iii) the absence of a
component-level ablation study on the system's individual components. Therefore, further validation using
real-world traffic, larger datasets, broader interoperability testing across additional backend technologies and
component-level ablation studies would strengthen these findings. Future research may also incorporate
adaptive machine learning and anomaly detection techniques, as well as external threat intelligence feeds, to
support automatic rule evolution against emerging and polymorphic SQL.i attacks.
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