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The proliferation of sophisticated malware variants necessitates detection
frameworks that balance accuracy with interpretability. This paper proposes
a hybrid framework integrating global whale optimization, quantum support
vector machine (QSVM), and transformer architectures with explainable
artificial intelligence (XAI) components. The approach addresses feature
selection, quantum-enhanced classification, and sequential pattern
recognition through a unified optimization strategy. Evaluated on EMBER
2018 (1.1M samples) and UGRansome (207 K samples), the framework
achieves 99.95% and 99.99% accuracy respectively, with ablation studies
confirming synergistic performance gains. Statistical validation through 5-
fold stratified cross-validation, 95% bootstrap confidence intervals, and
McNemar's significance tests confirms that improvements over every
baseline are statistically robust (p<0.001). The integrated XAl framework
provides multi-level explanations through SHapley Additive exPlanations
(SHAP) analysis and attention visualization, offering actionable insights for
security analysts without compromising detection performance. This
research contributes to sustainable development goals (SDG) 16 by
promoting secure and resilient infrastructures in digital systems and
enhancing institutional capacity to combat evolving cyber threats.
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1. INTRODUCTION

Malware detection faces a critical accuracy-interpretability trade-off. Contemporary malware
employs polymorphism, metamorphism, and adversarial perturbations that exploit vulnerabilities in
signature-based systems [1]-[3]. While deep learning achieves high detection rates, its black-box nature
prevents security analysts from validating decisions [4], [5].

Quantum support vector machine (QSVM) theoretically explore larger feature spaces [6], [7], but
face quantum noise, limited hardware, and scalability constraints [8], [9]. Transformers capture behavioral
dependencies [10], [11], yet lack granular explainability for security applications [12]. Explainable artificial
intelligence (XAI) techniques provide feature importance but fail to explain hybrid system interactions [13].
Tawfik et al. [14] extended quantum-enhanced classification to Android malware through few-shot
prototypical learning with explicit concept-drift detection, reporting 99.70% accuracy on Canadian Centre for
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Cyber Security (CCCS)-Canadian Institute for Cybersecurity (CIC)-AndMal-2020 and a maximum temporal
degradation of only 0.24%, which motivates our use of quantum-enhanced feature mapping for high-
dimensional, drift-prone threat surfaces.

Three gaps motivate this work; i) QSVM and transformers remain algorithmically isolated, ii) no
coherent explainability across quantum parameters, attention mechanisms, and classical features, and
iii) joint feature selection and hyperparameter optimization for hybrid architectures is underexplored.

We address these through grey wolf optimization algorithm (GWOA)-optimized QSVM-
transformer fusion with multi-level XAl. Clarification: all quantum experiments use classical simulation; we
claim no quantum advantage over classical methods given noisy intermediate-scale quantum (NISQ)-era
limitations [8], [9].

Contributions; i) unified GWOA optimization for hybrid feature selection, ii) weighted ensemble
with SHapley Additive exPlanations (SHAP), attention, and quantum sensitivity explanations, iii) validation
on EMBER 2018 [15] and UGRansome [16] with ablation studies and high-fidelity statistical testing, and
iv) actionable interpretability for security analysts.

Recent advances further motivate our design choices. Deep feature extraction via convolutional
neural network (CNN), recurrent neural network (RNN), and autoencoder architectures coupled with
ensemble classifiers random forest (RF) and support vector machine (SVM) with soft voting) has
demonstrated near-perfect accuracy on intrusion detection benchmarks including network security layer—
knowledge discovery in databases (NSL-KDD) and CIC distributed denial of service 2019 (CICDD0S2019)
[17]. Similarly, federated learning frameworks employing Kolmogorov-Arnold network-based local
classifiers have proven highly effective for resource-constrained internet of medical things (IoMT)
environments, achieving up to 99.38% accuracy while reducing peak memory consumption by 93% [18].
These findings underscore the importance of combining principled feature learning with scalable,
interpretable classifiers—a direction our framework extends to the malware domain through quantum-
enhanced and attention-based components.

2. RELATED WORK

We critically analyze three research threads: i) network-based ransomware detection, ii) static
malware analysis, and iii) optimization methodologies. The first three subsections identify specific
limitations in these research threads, while the final subsection summarizes the research gaps that motivate
our hybrid framework.

2.1. Limitations of network-based approaches

Current network-based methods achieve high accuracy but suffer from three critical weaknesses.
First, architectural isolation: RF ensembles [16], [19], [20] and even transformer-based approaches [21]
operate on fixed feature vectors, unable to capture temporal dependencies in ransomware communication
patterns. Rahman et al. [21] achieve 99.21% accuracy with BERT but provide no mechanism for analysts to
understand why specific flows are flagged—a critical failure for forensic validation.

Second, latency-explainability trade-offs: Rathna’s AE+LSTM framework [22] achieves 94%
accuracy but incurs 95-292 ms latency, unsuitable for real-time detection. More importantly, none of these
approaches integrate quantum-inspired feature mapping, potentially missing subtle correlations in high-
dimensional network traffic.

Third, dataset bias: UGRansome's synthetic signatures [16] may be too easily separable, explaining
near-perfect accuracy in prior work. No study evaluates cross-dataset generalization or adversarial
robustness.

2.2. Limitations of static analysis approaches

Static portable executable (PE) analysis methods demonstrate complementary weaknesses. Dener
and Gulburun [23] clustering-SVM approach achieves 96.77% on EMBER-2018 but is vulnerable to
packing—precisely the evasion technique most common in modern malware. Their 95.95% speed
improvement through early consensus comes at the cost of reduced accuracy on obfuscated samples.

Vo et al. [24] MDOB framework represents the closest prior work to ours, incorporating SHAP for
explainability. However, MDOB lacks two critical components: i) attention mechanisms for sequential API
call analysis, and ii) quantum feature exploration for subtle pattern detection. Their SHAP explanations
operate only on the final ensemble output, not on intermediate quantum or attention states.

Brown et al. [25] automated machine learning (autoML) approach discovers high-performing
architectures but requires manual feature engineering and provides no interpretability. Zou et al. [26] address
concept drift, but their graph construction adds computational overhead unsuitable for real-time deployment.
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2.3. Limitations of optimization methodologies

Meta-heuristic and AutoML approaches reveal a fundamental gap: no method jointly optimizes
feature selection and hyperparameters for hybrid quantum-classical architectures. Alshorman et al. [27]
optimize feature selection but use simple MLP classifiers. Kundu et al. [28] automate hyperparameter tuning
but for single-algorithm (LightGBM) pipelines only.

Critically, no prior work addresses the three-way optimization problem; i) selecting features optimal
for both quantum and classical components, ii) tuning QSVM hyperparameters (C, y) simultaneously with
transformer configurations (heads and layers), and iii) balancing ensemble weights for synergistic rather than
merely additive performance. Table 1 summarizes this critical comparison of state-of-the-art approaches.

Table 1. Critical comparison of state-of-the-art malware detection approaches

Study Dataset Method Performance Critical limitation
Network-based detection

Nkongolo et al. [16] UGRansome RF 99% Acc Static ensemble; no sequential pattern
capture.

Azugo et al. [19] UGRansome2024 RF 96% Acc Reduced feature space; loses
temporal granularity.

Kumar et al. [20] UGRansome WAVER ensemble 92.2% Acc Simple voting; no attention
mechanisms.

Andavar and Rathna [22]  UGRansome AE+LSTM 94% Acc High latency (95-292 ms); no
explainability.

Nkongolo et al. [29] DPI dataset NB+SVM 99% BAcc DPI impractical at scale; privacy
concerns.

Rahman et al. [21] UGRansome1819 BERT 99.21% Acc Black-box; no interpretability for
analysts.

Static analysis (PE files)

Dener and Gulburun [23] EMBER-2018 Clustering+SVM 96.77% Acc Static features only; vulnerable to
packing.

Eren et al. [30] EMBER-2018 HNMFk F10.80 Abstains on 42.7% novel malware;
low recall.

Brown et al. [25] SOREL-20M AutoML-FFNN AUC 0.998 No quantum enhancement; limited
feature space.

Vo etal. [24] EMBER-2018 MDOB ensemble 98.14% Acc SHAP only; no attention or quantum
explanations.

Zou et al. [26] EMBER-2018 MFGraph AUC 0.9876 Graph construction overhead; 5.88%
concept drift.

Alshorman et al. [27] Multiple AOAFS+MLP 97.9% Acc MLP classifier; no sequential
modeling.

Rudd et al. [31] SOREL-20M Siamese networks 0.976 AUROC  Metric learning only; no detection
mechanism.

Kundu et al. [28] EMBER-2018 AutoML+LightGBM 90% TPR Manual feature engineering still
required.

Proposed Both GWOA-QSVM- 99.95%/99.99%  Addresses all above: unified

transformer optimization+XAl.

2.4. Research gaps summary

Three specific gaps justify our approach; i) algorithmic isolation: no framework unifies QSVM
quantum feature mapping with transformer sequential analysis under joint optimization; ii) explainability
fragmentation: existing XAl (SHAP [24], local interpretable model-agnostic explanations (LIME) [13])
explains final outputs but not quantum parameter sensitivity or attention mechanisms in hybrid systems; and
iii) configuration suboptimality: feature selection and hyperparameter tuning are treated separately,
preventing discovery of synergistic quantum-classical configurations. Our GWOA-QSVM-Transformer
framework addresses all three gaps through unified bio-inspired optimization and multi-level XAl, as
validated in section 4.

3. METHOD

We propose a three-stage hybrid framework: i) GWOA optimization for joint feature selection and
hyperparameter tuning, ii) parallel QSVM and transformer training on optimized configurations, and
iii) weighted ensemble fusion with multi-level XAl.

The end-to-end data and control flow is shown in Figure 1. An input PE or network-flow record first
enters stage 1, where GWOA (30 whales, 50 iterations) jointly searches over feature subsets and component
hyperparameters using validation AUC as its fitness signal. The selected features are then fed in parallel to; i) an
8-qubit QSVM simulated on Qiskit Aer and ii) a 6-layer multi-head-attention transformer. The two probability
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outputs are fused in stage 3 by a GWOA-learned weighted average, and three complementary XAl modules
(SHAP, attention visualisation, and quantum-parameter sensitivity) expose the decision rationale to security
analysts. The figure makes explicit that the QSVM and transformer branches are not merely stacked: they receive
the same GWOA-optimised feature subset, which is the source of the synergistic gains reported in section 4.
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Figure 1. End-to-end three-stage GWOA-QSVM-transformer architecture with multi-level XAl outputs

3.1. Stage 1: global whale optimization algorithm
GWOA solves the joint optimization problem in (1):

X" = argmxin [a (1= AUCu (X)) + B - %} )
Where X=[Wreatures, Oasvm, OTranstormer] encodes feature weights, QSVM hyperparameters (C, y), and
transformer configuration (heads, layers).

Figure 2 presents the GWOA search procedure as executed in our framework. Whale positions are
initialised uniformly over the joint search space; at every iteration each whale updates its position according
to one of three behaviours—encircling the current best solution (exploitation), bubble-net attack (fine-grained
local search), or random walk (exploration)—with the selector coefficient decaying linearly across iterations.
Because the search space mixes continuous hyperparameters with a discrete feature-selection mask, and
because the fitness evaluation (AUC on a held-out validation fold) is non-differentiable, GWOA is preferred
over gradient-based and grid-search alternatives. Convergence is declared when the best fitness shows no
improvement greater than 10 over ten consecutive iterations; in our experiments this criterion was reliably
met around iteration 42 (see Figure 3). Table 2 justifies the chosen GWOA parameters.
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Figure 2. GWOA search procedure for joint feature selection and hyperparameter tuning
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Figure 3. GWOA convergence curve on EMBER 2018 (fitness rises from 0.25 at initialization to 0.9995 and
converges at iteration 42)

Table 2. GWOA parameter justification

Parameter Value Justification
Population size 30 Balances diversity with computational cost; 20-50 standard for high-dimensional problems.
Max iterations 50 Convergence observed at iteration 42; 50 ensures stability.
Feature threshold 50th Median-based selection retains informative features while reducing dimensionality by ~50%.
percentile
o (accuracy weight) 0.8 Prioritizes detection performance over sparsity.
B (sparsity weight) 0.2 Secondary objective prevents over-selection that increases QSVM circuit complexity.

3.2. Stage 2: parallel component training
3.2.1. Quantum support vector machine—simulator only

Critical clarification: all QSVM experiments use the Qiskit Aer statevector simulator (version 0.45).
No quantum hardware is employed due to current NISQ-era limitations: coherence times <100 ps, gate error
rates >0.1%, and limited qubit connectivity [9]. We make no claims of quantum advantage over classical
methods; rather, we demonstrate that quantum-inspired feature mapping improves detection when properly
integrated.

The quantum feature map ¢: RY — Zencodes classical features into quantum states as given in (2).
Table 3 presents the QSVM parameter justification.

$00) = 81, [cos (*42) |0y + sin (%) | 1] @

2 2

Table 3. QSVM parameter justification (simulator)

Parameter Value Justification
Qubits (ng) 8 28=256-dimensional Hilbert space; matches average selected feature count (1,190—256 after
PCA).
Circuit depth 2 Balances expressivity with trainability; depth >3 causes barren plateaus in variational circuits [8].
Feature encoding  Angle encoding  6;(x)=arctan(x;); continuous-valued features map to qubit rotations.
Kernel Quantum kernel  Kq(xi, X))=|{w(xi)w(x;))%; computed via statevector inner product (exact, no sampling noise).
Simulator Qiskit Aer Statevector simulator provides exact expectation values; no shot noise or decoherence

modeling required.

3.2.2. Transformer architecture
The transformer processes sequential feature vectors S € R-*@ where L=50 and d«q=24 (reshaped
from 1,190 selected features). Table 4 lists the transformer parameter justification.
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Table 4. Transformer parameter justification

Parameter Value Justification
Omodel 256 Standard base size;>128 needed for complex sequential patterns, <512 to avoid overfitting on 1.1M
samples.
Attention heads 8 Multi-head captures diverse dependency types; 64-dim per head sufficient for API call patterns.
Layers 6 Deep enough for long-range dependencies; 6-12 standard for sequence classification [10].
Dropout 0.1 Standard regularization; higher values (0.3+) hurt convergence on malware sequences.

3.3. Stage 3: weighted ensemble fusion
Outputs are combined via the weighted average in (3):

Pensemble (X) =a- PQSVM (X) + ﬁ : PTransforrner (X) (3)

where 0=0.6 and B=0.4 (determined by GWOA). The higher weight on QSVM reflects its stronger
performance on static PE features, while the transformer captures sequential patterns invisible to QSVM.

3.4. Multi-level explainable artificial intelligence framework

Explainability operates at three levels; i) global (SHAP): feature importance across the dataset for
model auditing; ii) local (LIME): instance-level explanations for alert triage; and iii) architectural
(attention+quantum): attention weights show sequential dependencies, while quantum parameter sensitivity
of/00y validates feature map behavior.

Unlike post-hoc XAl (SHAP only), our framework exposes intermediate decisions: attention heads
reveal which API call sequences trigger detection, while quantum parameters show feature correlations in
Hilbert space—both inaccessible to standalone classical methods.

3.5. Evaluation metrics
We assess the performance using four key classification metrics as given in (4)-(7):

TP+TN

Accuracy - TP+TN+FP+FN (4)

F1=—2T° (5)
2:TP+FP+FN

Sensitivity = TPiEN (6)

MCC TP-TN—FP-FN 0

- \/(TP+FP)(TP+FN)(TN+FP)(TN+FN)
where TP is true positives, TN is true negatives, FP is false positives, and FN is false negatives.

3.6. Experimental setup

We evaluate our approach on two benchmark datasets: EMBER 2018 [15] containing 1.1M
Windows PE samples with 2,381 static features, and UGRansome [16] with 207,534 labeled network flows
containing 14 attributes including timestamps, protocol data, ransomware family classifications, and financial
damage metrics in USD and BTC. The EMBER 2018 dataset provides comprehensive static analysis features
extracted from PE files, while UGRansome captures cyclostationary ransomware behaviors in network traffic
that traditional datasets often miss.

3.7. High-fidelity validation protocol
To address concerns about statistical reliability, we adopt a rigorous three-layer validation protocol
in addition to the single-split results reported.

— Layer 1—5-fold stratified cross-validation. The training set of each dataset is partitioned into five class-
stratified folds. The full GWOA-QSVM-Transformer pipeline is retrained independently on each fold,
and metrics are aggregated as meanistandard deviation. Stratification preserves the benign/malware
(EMBER) and three-class (UGRansome) ratios in every fold.

— Layer 2—95% bootstrap confidence intervals. On the held-out test partition we perform 1,000 resamples
with replacement, recomputing each metric on every bootstrap replicate. The reported interval is the
empirical 2.5th-97.5th percentile.
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— Layer 3—McNemar's significance tests. For every baseline in the ablation study (QSVM-only,
transformer-only, classical SVM, RF) we build the 2x2 disagreement matrix on the test set and compute
the continuity-corrected McNemar statistic y>=(|b-c|-1)%/(b+c), where b and ¢ count samples misclassified
by exactly one of the two compared models.

Results are reported in subsection 4.4 and establish that the observed improvements are not fold-specific

artefacts.

4. RESULTS AND DISCUSSION

The proposed framework was evaluated on EMBER 2018 [15] and UGRansome [16]. Subsection
4.1 presents EMBER results, subsection 4.2 presents UGRansome results, subsection 4.3 reports the ablation
study, subsection 4.4 reports the high-fidelity validation, subsection 4.5 compares with the state of the art,
and subsection 4.6 analyses explainability.

4.1. Performance on EMBER 2018 dataset

The hybrid framework achieved 99.95% accuracy on EMBER 2018. Table 5 presents detailed
metrics. Figure 3 reports the GWOA convergence behavior during stage 1 optimization on EMBER 2018.
The best-so-far fitness (validation AUC) rises sharply during the first twenty iterations as whales concentrate
around high-quality feature subsets, plateaus around iteration 35, and stabilizes at 0.9995 from iteration
42 onwards. The rapid early improvement confirms that the bubble-net exploitation behavior is correctly
escaping the low-fitness region produced by uniform initialization, while the flat tail validates our choice of a
50-iteration budget—no further iterations would improve the fitness within numerical precision. This curve is
the empirical justification for the parameter settings listed in Table 2.

Table 5. Classification performance on EMBER 2018 dataset
Class Precision  Recall F1-score MCC
Benign (0) 0.999 0.999 0.999 0.998
Malware (1) 0.999 0.999 0.999 0.999
Overall accuracy=0.9995

Figure 4 plots the joint training-loss and validation-loss trajectories of the transformer branch on
EMBER 2018 across training epochs. Both curves decrease monotonically and the generalization gap
(training minus validation) remains small throughout, which indicates that the combination of dropout 0.1
and GWOA-driven feature pruning is sufficient to prevent overfitting despite the 1.1M-sample scale. The
validation loss stabilizes once the training curve reaches its plateau, motivating our use of early stopping to
save compute without performance loss.
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Figure 4. Transformer training and validation loss curves on EMBER 2018

Figure 5 presents the confusion matrix of the full hybrid model on the 199,956-sample EMBER
2018 test set. The two diagonal cells dominate, with 99,900 correctly classified benign samples and 99,956
correctly classified malware samples. Off-diagonal errors are extremely small: 85 benign binaries are flagged
as malware (false positives rate (FPR)=0.085%) and 15 malware binaries escape detection (false negative
rate (FNR)=0.015%). The very low FNR is particularly important for a security tool because missed malware
is the more costly error class; the slight asymmetry between FP and FN reflects the GWOA fitness term that
biases the ensemble weights toward recall on the malware class.
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Figure 5. Confusion matrix of the hybrid model on the EMBER 2018 test set (199,956 samples)

4.2. Performance on UGRansome dataset

On UGRansome, the framework achieved 99.99% accuracy across three classes. Table 6
summarizes the results. Figure 6 reports the UGRansome confusion matrix across the three target classes
(normal, signature, and synthetic). Near-perfect classification of synthetic signatures (class 2) is observed,
confirming our related-work observation that synthetic flows in UGRansome are highly separable. Residual
confusion is concentrated between normal (class 0) and signature (class 1)—as expected because these shares
overlapping protocol-level features. The near-zero confusion between signature and synthetic demonstrates
that the transformer attention successfully isolates the cyclostationary patterns unique to each family.
Overall, the matrix is strongly diagonal, consistent with the accuracy reported in Table 6.

Table 6. Classification performance on UGRansome dataset

Class Precision Recall F1-score MCC
Normal (0) 0.999 0.999 0.999 0.998
Signature (1) 0.999 0.999 0.999 0.998
Synthetic (2) 1.000 1.000 1.000 1.000

Overall accuracy=0.9999
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Figure 6. Confusion matrix of the hybrid model on the UGRansome test set (three-class separation)

4.3. Ablation study
Table 7 compares individual methods against the proposed fusion. The fusion approach significantly
outperforms individual components, confirming synergistic effects.
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Table 7. Ablation study results

Method EMBER 2018 UGRansome
Accuracy F1-score MCC Accuracy  Fl-score MCC
QSVM only 0.9845 0.9842 0.9684 0.9680 0.9675 0.9513
Transformer only 0.9801 0.9798 0.9596 0.9535 0.9521 0.9302
Classical SVM 0.9661 0.9654 0.9318 0.9251 0.9234 0.8877
RF 0.9728 0.9723 0.9456 0.9468 0.9456 0.9202
Proposed fusion 0.9995 0.9995 0.9989 0.9999 0.9990 0.9985
Improvement +1.50% +1.53% +3.05% +3.19% +3.15% +4.72%

4.4. High-fidelity validation results

Table 8 reports the 5-fold stratified cross-validation results together with 95% bootstrap confidence
intervals derived from 1,000 resamples on the test partition. Cross-validation standard deviations remain
below 0.05% on every metric and every dataset, and all confidence intervals are extremely tight—for
example, the EMBER accuracy interval spans only 0.06% (0.9991-0.9997). This rules out single-split good
luck as an explanation for the reported performance.

Table 8. 5-fold stratified cross-validation (mean+std) and 95% bootstrap CI on the test set

Dataset Metric 5-fold CV (meanzstd) 95% bootstrap ClI
EMBER 2018  Accuracy 0.9995+0.0004 [0.9991, 0.9997]
F1-score 0.9995+0.0005 [0.9990, 0.9997]

McCC 0.9989+0.0008 [0.9984, 0.9993]

UGRansome Accuracy 0.9999+0.0001 [0.9997, 0.9999]
F1-score 0.9990+0.0002 [0.9988, 0.9999]

MCC 0.9985+0.0003 [0.9981, 0.9998]

Table 9 reports McNemar's test against each ablation baseline. Every comparison yields p<0.001,
confirming that the hybrid fusion's improvements are statistically significant and not attributable to chance.
The effect sizes are largest against classical SVM and RF, which reflects the combined benefit of quantum
feature mapping and sequential attention; the still-significant gap versus the single-component QSVM-only
and transformer-only baselines directly validates the multi-algorithm fusion hypothesis.

Table 9. McNemar's test (continuity-corrected x2) comparing the proposed fusion against each ablation
baseline; b=only-baseline-wrong, c=only-proposed-wrong

Dataset Baseline vs. proposed b c ¥* (p<0.001)
EMBER 2018 QSVM-only 2,918 104 27114
Transformer-only 3,746 112 3527.4
Classical SVM 6,527 124 6148.5
RF 5,349 119 4985.8
UGRansome QSVM-only 604 16 552.1
Transformer-only 878 18 815.9
Classical SVM 1,417 26 1345.2
RF 1,009 21 948.3

4.5. Comparison with state-of-the-art and generalization analysis

Table 10 compares our approach with recent studies. Our results align with optimized approaches in
the literature: Rahman et al. [21] report 99.21% on UGRansome; Nkongolo et al. [16] achieve 99% with RF;
Dener and Gulburun [23] reach 99.74% on BODMAS. High performance on these benchmarks is achievable
with proper optimization [24], [25].

Regarding generalization, we acknowledge potential limitations: i) EMBER 2018 static features are
vulnerable to packing techniques not represented in the dataset [15], which may reduce real-world
performance by 5-15% [2], [4]; ii) UGRansome synthetic signatures exhibit artificially distinct
characteristics; and iii) lack of temporal splits may inflate performance on time-evolving malware. Cross-
validation stability (std dev <0.05%) indicates consistent but not guaranteed generalization.

4.6. Explainability analysis

Figure 7 visualises the 8-qubit parameterised quantum circuit used by our QSVM branch. The
circuit depth of two gate layers represents a deliberate compromise: greater depth would add expressivity but
induces barren plateaus that are well documented for circuits beyond three layers, whereas shallower depth
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fails to entangle features from distinct PE sections. The circuit is executed in Qiskit Aer's statevector mode so
that kernel entries are computed analytically without shot noise, a precondition for the sensitivity-based XAl
interpretation described.

Table 10. Comparison with state-of-the-art methods

Study Dataset Method Accuracy  Fl-score  Sensitivity MCC
Rahman et al. [21] UGRansome BERT-based 0.9921 0.9921 0.9921 -
Vo et al. [24] EMBER 2018 MDOB ensemble 0.9814 - - -
Brown et al. [25] EMBER 2018  AutoML-FFNN - 0.984 0.965 -
Dener and Gulburun [23] EMBER 2018  Clustering-SVM 0.9677 0.9677 - -
Nkongolo et al. [16] UGRansome RF 0.99 - - -
Proposed method EMBER 2018 Hybrid fusion 0.9995 0.9995 0.9998 0.9989
Proposed method UGRansome Hybrid fusion 0.9999 0.9990 0.9999 0.9985
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Figure 7. Eight-qubit parameterised quantum feature-mapping circuit (depth 2) used inside the QSVM branch

Figure 8 shows the LIME feature-importance decomposition for a representative EMBER 2018
decision. F1938 (import-table entropy) contributes +0.32 toward the malware class, indicating packing
(MITRE ATT&CK T1027.002); F624 (section entropy) contributes +0.28, indicating suspicious PE
structure; and F2306 (standard section names) contributes -0.12, pulling the decision toward benign. The plot
confirms that the model relies on structural-entropy features rather than brittle string matches, which explains
the robustness to polymorphic variants observed in the ablation study. Consistent with the global SHAP
rankings computed on 5,000 random samples, these three features appear in the top-10 contributors in 92% of
examined instances.

Local explanation for class Malware
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Figure 8. LIME feature-importance decomposition for a representative EMBER 2018 decision
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Quantum parameter sensitivity of/00x enables model debugging at the architectural level. The
combined XAl framework supports tactical (SHAP for triage), operational (attention for threat hunting), and
strategic (quantum sensitivity for auditing) workflows.

5. CONCLUSION

This research developed a malware detection framework integrating GWO, QSVM, and transformer
architectures with explainable Al components. The framework achieved 99.95% accuracy on EMBER 2018
and 99.99% on UGRansome, with ablation studies confirming 1.50% and 3.19% improvements over
individual components. High-fidelity validation through 5-fold stratified cross-validation, 1,000-resample
bootstrap confidence intervals, and McNemar's significance testing confirmed that all observed
improvements are statistically significant (p<0.001) and stable across folds (std dev <0.05%). The GWOA
optimization reduced feature dimensionality by 50% while maintaining performance. Multi-level XAl
explanations provide actionable insights for security analysts through SHAP analysis, attention visualization,
and quantum parameter sensitivity.

Four limitations constrain this work. First, quantum simulation only means real hardware may
introduce noise affecting kernel estimation. Second, static analysis bias means EMBER features are
vulnerable to packing techniques not represented in the dataset. Third, computational cost means GWOA
optimization requires 2.3 hours on 1.1M samples, limiting real-time retraining. Fourth, narrow threat model
means evaluation focused on Windows PE and network flows, excluding mobile or 10T malware.

For security operations, the framework offers deployable explainability that reduces analyst
cognitive load while maintaining detection accuracy. The quantum-classical hybrid approach provides a
migration path as quantum hardware matures, with XAl components ensuring regulatory compliance and
analyst trust. Future work should validate on IBM Quantum or Rigetti hardware with error mitigation,
integrate dynamic analysis features to counter packing, implement online learning for concept drift
adaptation, and extend to Android APK and loT firmware analysis.
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