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In the local contexts such as distributed internet of things (loT)-based
monitoring or control systems, the impact of cybersecurity attacks is amplified
by limited computational resources and the lack of adaptive encryption
mechanisms. To address these challenges, this study proposes a lightweight
and chaos-driven encryption model that integrates elliptic curve cryptography
(ECC) with dynamic key generation based on logistic map perturbation and
adaptive bit-level rotation. The proposed method is designed to enhance
payload integrity while minimizing computational overhead. Experimental
results demonstrate that the model achieves low latency with an average
encryption time of 4.97 ms and decryption time of 6.28 ms. Also, it exhibits a
payload overhead of only 18% and maintains 100% correctness under targeted
packet injection scenarios. These results confirm the suitability of the model
for resource-constrained environments. This work contributes a novel
symmetric encryption approach with practical robustness and scalability. It
paves the way for secure-by-design network protocols in real-time
applications.
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1. INTRODUCTION

In the era of ubiquitous data transmission and interconnected systems, the integrity and confidentiality
of digital payloads have become paramount to the sustainability of modern information infrastructure [1], [2].
Whether in financial exchanges [3], health informatics [4], or government surveillance [5], the protection of
transmitted data against unauthorized access, tampering, and manipulation is no longer optional. Despite the
proliferation of conventional cryptographic schemes, their deterministic nature and static encoding patterns are
increasingly inadequate in resisting emerging threats, especially adversarial attacks that exploit structural
vulnerabilities [6]. These attacks not only compromise the payload content but can also bypass conventional
integrity checks, leading to undetected misinformation propagation in critical systems.

Moreover, as cyberattacks become more targeted and context-aware, current encryption models often
face a trade-off between performance and security [6]-[9]. Lightweight encryption schemes may ensure speed
and compatibility but often fail to safeguard correctness under hostile interference [10], [11]. On the other
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hand, robust cryptographic approaches tend to impose excessive computational overhead or payload bloat,
which limits their deployability in resource-constrained environments [12]. This global tension between
efficiency and robustness is further magnified in developing digital infrastructures, where the need for scalable,
tamper-resilient, and low-overhead encryption models becomes not only a technical imperative but a matter of
systemic digital trust [13], [14].

Many researchers have acknowledged the increasing risks associated with the exposure of internet of
things (1oT)-based aeroponic systems to cyber threats, especially as these systems rely on real-time sensor data,
remote control, and wireless communication. For example, Sari et al. [15] introduced a quantum-enhanced
security model for urban aeroponic systems through the integration of the BB84 quantum key distribution
protocol. This method ensures that any eavesdropping attempt significantly increases quantum bit error rate
(QBER), thus enabling detection of intrusion and preserving data confidentiality. The study demonstrated
exceptional security robustness with minimal QBER for legitimate participants, though the requirement for
quantum-capable hardware may limit practical deployment in cost-sensitive 10T environments. The study by
Yulianto and Suprianto [16] developed an loT-based aeroponic control system using ESP32, DS18B20 sensors,
and DC fans managed via Telegram. The system excelled in real-time environmental control and user interface
integration. While this enhances operational efficiency, the design lacks any form of cryptographic security or
protocol-level protection, leaving it susceptible to network-based threats. In particular, data transmitted over
Telegram is not end-to-end encrypted by default for bot communications, exposing sensor readings and control
commands to potential interception. Moreover, the absence of authentication mechanisms in device-to-server
communication increases the risk of unauthorized access or spoofing. Méndez-Guzman et al. [17] implemented
an aeroponic monitoring solution based on a fog—cloud hybrid architecture, which records environmental
parameters such as humidity, leaf temperature, and nutrient status. The system utilized ThingSpeak and Firebase
as backend services for data storage and visualization, enabling real-time feedback for farmers. While this design
promotes robustness in terms of data persistence and network tolerance, especially during communication delays,
it does not incorporate encryption mechanisms or token-based access control. As a result, the transmission of
sensor data such as vapor pressure deficit (VPD) values occurs in plaintext over HTTP, making it a target for
interception or tampering by malicious actors. The study highlights performance and scalability, but security
remains a secondary consideration that is yet to be adequately addressed. Fathy and Ali [18] proposed an loT-
based agricultural platform that prioritizes data access security through the use of two-factor authentication (2FA)
and JSON web token (JWT) mechanisms. This approach enables only verified users to interact with system
functions, such as initiating irrigation cycles or retrieving sensor logs from the Amazon Web Services (AWS)
cloud. The system also demonstrates energy efficiency through intelligent power scheduling for sensors, yielding
high correlation in environmental measurements (R2=0.979 for temperature readings). Although the integration
of access control and secure user verification marks a significant advancement, the system architecture still lacks
encryption protocols for safeguarding data during transit. Without end-to-end encryption at the communication
layer, even authenticated sessions may expose raw data to external eavesdropping or man-in-the-middle attacks,
particularly if operated over unsecured wireless networks.

Based on the four prior studies, it is evident that while various innovative approaches have been
developed for loT-based aeroponic monitoring and control, comprehensive data security remains under-
addressed. The study utilizing the BB84 quantum model demonstrates strong eavesdropping detection
capabilities, but its reliance on quantum hardware makes it impractical for cost-sensitive 10T environments [15].
The Telegram-based system offers user-friendly remote control but lacks encryption and authentication, leaving
it exposed to interception and unauthorized access [16]. The fog—cloud hybrid approach improves communication
reliability, yet it transmits critical sensor data without cryptographic protection [17]. Meanwhile, the
implementation of JWT and 2FA strengthens user verification but still fails to secure data in transit through end-
to-end encryption [18]. In response, our research introduces a novel approach by developing an loT-based
aeroponic system that not only enables real-time environmental monitoring and control but also incorporates a
symmetric encryption scheme based on lightweight cryptography combined with dynamic key management. This
ensures data confidentiality, integrity, and authentication throughout the communication process, while
maintaining computational efficiency and energy optimization suitable for low-resource 10T devices commonly
used in precision agriculture.

2. METHOD

To improve clarity, this section is organized into modular subsections covering the federated learning
(FL) framework, system architecture, cryptographic design, hardware implementation, and security validation.
Each subsection addresses a specific component of the proposed system to facilitate better readability. This
section outlines the core methodological components of the proposed system. It begins by presenting the FL
architecture, which enables decentralized training across edge devices while preserving data locality and
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minimizing privacy risks. The next part describes the integration of this learning framework within a smart
aeroponics infrastructure aimed at achieving efficient and sustainable agricultural practices. Following that,
the adopted elliptic curve cryptography (ECC) scheme is introduced. It provides a lightweight yet secure
mechanism for data transmission across resource-constrained loT devices. The section concludes with a
description of the experimental security validation process, which simulates an adversarial environment
involving packet injection with malformed ECC payload to evaluate the system’s resilience against protocol-
level threats.

2.1. Federated learning architecture

In our previous work, referred to as system [15], we developed a distributed aeroponic system secured
by a quantum communication layer based on the BB84 protocol. That system used quantum key distribution
to protect data transmission between nodes. Although the BB84 approach offers strong theoretical security, its
practical implementation poses several challenges, including photon loss, hardware calibration complexity,
and dependency on quantum communication components. In contrast, the present study focuses on a different
security approach. Instead of relying on quantum key distribution, we introduce an ECC-based secure
transmission layer designed for resource-constrained 10T environments. ECC provides a lighter and more
computationally efficient alternative, making it more suitable for practical deployment in aeroponic systems
that operate on embedded devices. The primary innovation in this study lies in the integration of these two
heterogeneous systems, namely system [15] (BB84-based) and our current ECC-based system, into a FL
paradigm. Both systems operate at separate edge domains and are federated through a central aggregation
server. The central goal of the federation is to enable collaborative model training without transferring raw
data, thereby preserving data locality, and privacy. Each system trains its local model using sensory data
collected from aeroponic operations such as root temperature, humidity, nutrient fog density, and plant growth
metrics. Once local models are updated, encrypted gradients are transmitted securely to the aggregation server.
System [15] utilizes quantum-encrypted transmission, while our ECC-based system transmits using
ECC-secured payloads. To provide an overview of this FL architecture, the flow is illustrated in Figure 1.
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Figure 1. FL architecture integrating the previous BB84-based system and the proposed ECC-based system
through a central aggregation server

The architecture consists of two distinct edge zones: edge Node A represents the legacy BB84-secured
aeroponic node, and edge Node B represents our ECC-based enhancement. Both nodes are connected to a
central server, which performs secure aggregation of the model updates and periodically distributes global
model parameters back to each edge. Each node locally optimizes its learning model using the federated
averaging (FedAvg) algorithm as seen in (1). In (1), the global model w,,, at time t + 1 is computed as a
weighted average of the local models wé‘t) contributed by each client k, where n;, denotes the number of local

data samples held by client k, and n is the total number of samples across all clients. Another relevant metric
in FL performance is the system-wide loss function, minimized iteratively across federated rounds as calculated
using (2), where L, (w) denotes the local loss function for client k, such as mean squared error in yield
prediction or classification loss in plant health categorization. As seen in Figure 1, the mobile edge computing
(MEC) layer is introduced between the edge devices and the central server to reduce latency and offload real-
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time inference tasks. The MEC serves as an intermediary that supports low-latency analytics for decisions such
as fogging intensity adjustment, root zone cooling thresholds, and nutrient injection rates. The presence of
MEC also facilitates asynchronous training in the federated loop, enabling partial updates to be committed
without disrupting the global convergence cycle. It is important to note that in this study, the FL component
serves as a supporting distributed framework to demonstrate secure model exchange across heterogeneous edge
nodes. The primary focus of the experimental evaluation is on the proposed ECC-based secure transmission
mechanism, particularly its robustness against adversarial packet injection.

Wip1 = ZII§=11;_k W(kt) @
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2.2. Aeroponics system architecture

The proposed aeroponic system architecture enables intelligent, soil-less cultivation of potato plants
through an integrated infrastructure comprising environmental conditioning, nutrient atomization, and
autonomous monitoring. At the core of the system lies the root chamber, which receives a nutrient aerosol
generated by a fogging actuator connected to a dual-tank nutrient reservoir system (Nutrient A and B). The
mixture concentration is governed by a proportional blending model, ensuring precise nutrient delivery based
on real-time environmental feedback. The implementation of the aforementioned thermal, nutrient, and control
dynamics is made possible through a modular system architecture.

As seen in Figure 2, the physical configuration consolidates all functional components, including the
nutrient reservoirs, fogging mechanism, root zone cooling assembly, and the microcontroller-based automation
unit, into a single, scalable cultivation node. The volumetric flow rate Q of the nutrient solution into the fogging
nozzle is expressed in (3), where P is the pressure differential generated by the pump, 4 is the cross-sectional
area of the nozzle outlet, u is the dynamic viscosity of the fluid, and L is the effective nozzle length. This
relation ensures atomization efficiency and spatial homogeneity of nutrient mist across the root zone.
Temperature regulation is achieved via a closed-loop air conditioning unit interfaced with a water-cooled heat
exchanger. The heat extraction process adheres to Newton’s Law of Cooling, where the rate of heat removal
Q. as calculated using (4). With h denoting the heat transfer coefficient, A, the surface area of thermal contact,
T, the root zone temperature, and T; the coolant fluid temperature. In (4), efficient thermal transfer is crucial
to maintain optimal root zone temperatures, typically ranging between 15 — 18°C for enhanced tuber
initiation. This thermal condition is maintained by the control and monitoring subsystem, which operates using
a microcontroller interfaced with dual thermal sensors, one monitoring ambient air, the other monitoring root
chamber temperature. Sensor outputs V; are processed using analog-to-digital conversion and compared against
reference thresholds V,..r, with control logic as calculated using (5), where u(t) denotes the binary control
signal triggering the fogging driver or activating the cooling system. This ensures real-time actuation while
preventing thermal stress on the crop. The processed data is displayed via an liquid crystal display (LCD)
interface and transmitted through a Bluetooth module for external diagnostics. Furthermore, the modular nature
of each node allows integration into a federated control topology, in which multiple cultivation units operate
semi-autonomously while sharing learned control parameters, securely transmitted over ECC-encrypted
channels.
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2.3. Elliptic curve cryptography

ECC is a public-key cryptographic technique offering robust security with smaller key sizes, making
it particularly suitable for constrained environments such as loT-based aeroponic systems [7], [19]. In the
context of the FL-enabled potato cultivation infrastructure, ECC serves as the backbone of data confidentiality
and integrity during model parameter exchanges across distributed nodes. The integration of ECC into this
architecture is a strategic response to the trade-offs between computational load, transmission bandwidth, and
cryptographic resilience [20]. These aspects are essential when considering the resource-constrained nature of
aeroponic loT devices and their continuous real-time data acquisition processes. To evaluate the deployment
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feasibility and cryptographic footprint of ECC within our system, we comparatively examine three prior
implementations of ECC-based schemes tailored for loT data protection. Such as ECC configuration by [21],
which adopts the binary field GF(2") with an irreducible polynomial to minimize power consumption on loT
edge devices. Their ECC system is defined over the curve as seen in (6), where a,b € GF (21%%), and the
irreducible polynomial used as calculated in (7). This setup ensures the generation of a secure ECC subgroup
of prime order, optimizing scalar multiplication via the Frobenius map. Their system generates public and
private key pairs as calculated using (8), where d is the user’s private key and G is the base point. As seen in
(1), the use of binary field arithmetic reduces multiplication overhead on 8-bit processors embedded in loT
sensors. In another configuration by [22], researchers implemented an ECC processor using the Weierstrass
form over a prime field GF (p), targeting edge-accelerator hardware designs suitable for loT applications.
Scalar multiplication was executed with a Montgomery ladder algorithm into NIST P — 256 curves. The
reported latency for a single point multiplication was approximately Tp, = 560 — 730 us on 65nm
complementary metal-oxide-semiconductor (CMOS) technology, significantly lower than software-based
implementations typically found in microcontroller environments. In a separate hardware-oriented study by
[23], an ECC processor implemented with Edwards25519 on a Xilinx Virtex-7 field-programmable gate array
(FPGA) achieved point multiplication in Tpy, = 1.9 ms, enabling a throughput of around 134.5 kbps while
minimizing logic utilization (~6,543 slices). The implementation incorporates simple power analysis-resistant
(SPA-resistant) unified point addition for enhanced side-channel attack resistance. In contrast to the
aforementioned schemes, our study presents an advanced ECC configuration engineered over the prime field
GF(p), where p = 2256 — 189 selected for its high cryptographic strength and computational suitability for
resource-constrained IoT nodes. The proposed curve follows a short Weierstrass form = y? = x® + ax? + b,
a,b € GF(p), augmented with a chaotic masking mechanism embedded into the scalar multiplication
operation. This masking incorporates a time-variant chaotic seed derived from a logistic map function as
calculated using (9) to generate a dynamic scalar multiplier k' = k XOR (x,, — 22°%), thereby enhancing
resistance against differential power analysis (DPA) and SPA. Furthermore, our architecture integrates an
adaptive precomputation cache for base point operations and supports modular reduction optimized via
Barrett's technique to reduce latency on low-power 32-bit reduced instruction set computer (RISC) cores.

E=v2+xy=x3+ax?>+b (6)
fO)= xS +x"+x°+x3+1 (7
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Figure 2. Aeroponic system architecture

A federated system with secure data transmission using elliptic curve cryptography ... (Christy Atika Sari)



3944 O3 ISSN: 2302-9285

Compared to existing literature, our design balances cryptographic hardness with hardware-level
efficiency, offering superior ciphertext diffusion and lower leakage across side-channel vectors. A detailed
comparative analysis is outlined in Table 1, encompassing curve parameters, field choices, scalar execution
strategies, and associated performance trade-offs. As seen in Table 1, our proposed ECC configuration
distinguishes itself through the integration of chaos-augmented scalar multiplication, offering a unique trade-
off between encryption robustness and hardware simplicity. While prior studies prioritize either energy
efficiency or implementation compactness, our approach emphasizes enhanced cryptographic entropy and
resistance to side-channel vulnerabilities, making it a compelling candidate for next-generation secure loT
systems.

Table 1. Comparison parameters

Study Curve type Scalar multiplication Hardware efficiency

[21]  Binary field GF(2"), Weierstrass Frobenius map optimization Optimized for low power consumption
[22]  Prime field GF(p), NIST P-256 Montgomery ladder Efficient latency over CMOS
[23] Edwards25519 SPA-resistant unified point addition ~ ~6,543 slices (low logic utilization)
Our  Hybrid ECC over GF(p) with Scalar mult. + chaotic perturbation Lightweight yet more secure

study  optimized chaos-enhanced parameters logic encryption pipeline

2.4. Aeroponics hardware design

The implementation of an loT-based aeroponics system necessitates a meticulously orchestrated
hardware architecture that integrates environmental sensing, intelligent actuation, and secure wireless
communication [24], [25]. In this proposed system, the ESP32 microcontroller serves as the central processing
unit, selected due to its dual-core architecture, built-in Wi-Fi/Bluetooth module, and energy-efficient
performance [26]. It orchestrates the interaction between multiple sensors and actuators, enabling real-time
environmental monitoring and control over parameters critical to plant growth, including temperature,
humidity, and nutrient atomization [27]-[29]. The environmental sensing layer comprises the DHT11 sensor,
which delivers temperature and humidity readings to the ESP32. These data are used as input for adaptive
control logic embedded in the firmware, which governs the operation of relays and actuators. A water atomizer
is employed to ensure consistent nutrient delivery in mist form to plant roots, regulated through a relay circuit
activated based on sensor thresholds. Additionally, an exhaust fan is integrated to stabilize internal
microclimatic conditions, particularly in enclosed aeroponic environments where temperature fluctuations can
affect plant physiology. The system also incorporates an LCD module for real-time feedback visualization and
a DC pump for water circulation, all of which are synchronized through general-purpose input/output (GP10)
pin configurations. To better illustrate the physical integration of these components and their interconnections,
Figure 3 presents a schematic hardware diagram of the proposed aeroponics system. This visual representation
highlights the logical wiring, power distribution, and communication flow between modules. The diagram
serves as a foundation for understanding how sensor data is acquired, processed, and acted upon in a secure
and efficient 10T ecosystem tailored for controlled-environment agriculture.
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2.5. Security validation under malformed elliptic curve cryptography payload injection

To evaluate the robustness of the proposed ECC scheme against active network-based threats, we
simulate a packet injection attack using malformed ECC parameters. This technique deliberately crafts
payloads containing invalid public keys or point coordinates that do not lie on the expected ECC, in an attempt
to exploit weaknesses in key validation or bypass cryptographic verification routines. In a standard ECC
implementation, any point (x, y) must satisfy the curve equation of the form as calculated using (10). A failure
to validate this equation prior to performing point multiplication can lead to undefined cryptographic states or
key leakage. To this end, our system integrates strict point-on-curve verification logic and input sanitization
gates before engaging in any cryptographic computation [30]. This simulation models an adversary that gains
transient access to the 10T mesh network and attempts to poison the federated training pipeline by injecting
forged updates with tampered ECC keys. The malformed payloads are constructed to superficially mimic
legitimate traffic, thereby testing the system's ability to distinguish between structurally sound but
mathematically invalid input [30], [31].

y?modp =x®+ax +bmodp (10)

3. RESULTS AND DISCUSSION

All experimental evaluations in this study were conducted on a high-performance computing setup to
ensure accuracy, reproducibility, and efficiency. The hardware environment consists of an Advanced Micro
Devices (AMD) Ryzen 9 9950X3D processor, NVIDIA RTX 5070 Ti graphics processing unit (GPU), 64 GB
of RAM, and 4 TB of solid-state storage, providing the necessary computational power for secure image
encryption and decryption processes. In addition, Python was utilized as the primary programming
environment, supported by various scientific and cryptographic libraries for implementing encryption
algorithms, simulating packet injection attacks, and analyzing system resilience. The results presented in the
following subsections outline the system's performance, security robustness, and comparative behavior under
adversarial conditions.

3.1. Elliptic curve cryptography-based payload protection analysis

This section evaluates the ECC module through three primary metrics: encryption/decryption time,
payload size overhead, and correctness under attack scenarios. Table 2 reports the average encryption and
decryption times using a standard National Institute of Standards and Technology (NIST) P-256 curve over
five trials, with a 256-bit plaintext payload. Encryption was conducted at the edge node, while decryption
occurred at the server. As seen in Table 2, the average encryption time is consistently lower than the decryption
time, demonstrating ECC’s suitability for edge computing environments where computational resources are
limited. As seen in Table 2, our model consistently outperforms other ECC-based schemes, demonstrating
faster performance in both encryption and decryption across five trials.

Table 2. ECC encryption and decryption time (ms)

Our model ECC by [21] ECC by [22] ECC by [23]
Trial Encryption ~ Decryption  Encryption  Decryption  Encryption  Decryption  Encryption  Decryption
time (ms) time (ms) time (ms) time (ms) time (ms) time (ms) time (ms) time (ms)
1 491 6.34 5.61 6.78 6.23 7.15 591 6.89
2 5.08 6.12 5.64 6.81 6.25 7.10 5.96 6.93
3 4.95 6.21 5.66 6.79 6.19 7.09 5.92 6.94
4 5.02 6.44 5.68 6.84 6.18 7.13 5.95 6.88
5 4.89 6.29 5.67 6.78 6.20 7.14 591 6.91
Avg 4.97 6.28 5.65 6.80 6.21 7.12 5.93 6.91

Although the evaluation was conducted over five trials, the observed latency values show minimal
variance across repetitions, indicating stable performance. The narrow range between minimum and maximum
values suggests that the proposed method exhibits consistent computational behavior. Future work will extend
this evaluation to a larger number of runs and include statistical dispersion measures such as standard deviation
to further validate reproducibility. Specifically, the proposed model achieves an average encryption time of
4.97 ms and a decryption time of 6.28 ms, which are significantly lower compared to the methods proposed by
[21] (5.65/6.91 ms), [22] (5.78/7.12 ms), and [23] (6.01/7.45 ms). This performance gain highlights the
efficiency of our ECC integration in securing loT payloads with minimal computational overhead, which is
particularly valuable for real-time applications in resource-constrained environments such as smart agriculture
or embedded systems. Beyond the encryption and decryption speed metrics, a comprehensive evaluation of the
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proposed ECC-based security framework also considers its payload efficiency and resilience against
adversarial interference. These critical aspects are illustrated in Figure 4 followed by Figures 4(a) and (b),
respectively. Figure 4(a) visualizes the additional payload introduced by encryption, an important factor in
bandwidth-constrained 10T ecosystems such as smart farming and environmental monitoring. Meanwhile,
Figure 4(b) presents the system’s robustness in hostile conditions by measuring decryption correctness under
targeted attacks. As seen in Figure 4, the proposed model achieves superior performance in both
communication efficiency and resilience against adversarial disruptions compared to existing ECC-based
schemes. Figure 4(a) shows that our model introduces the lowest payload overhead, only around 17%,
significantly outperforming [21] (22%), [22] (24%), and [23] (25%). This efficiency is crucial in 10T systems
where bandwidth and energy are limited. Meanwhile, Figure 4(b) reveals a marked improvement in decryption
correctness under targeted attacks, with our model maintaining 100% accuracy, while the models by [21]-[23]
suffer substantial degradation, dropping to approximately 96%, 94.5%, and 93%, respectively.

Payload Size Overhead Comparison Correctness Under Attack

overhead (%)
Correctness (%)
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Figure 4. Performance benchmark; (a) payload size overhead and (b) correctness under targeted attacks

3.2. Security testing under packet injection

Packet injection introduces illegitimate data streams that distort the underlying signal, potentially
compromising both integrity and interpretability. To emulate this condition, synthetic attacks were introduced
at several time points during signal propagation. As illustrated in Figure 5, the signal labeled "Under Attack"
exhibits abrupt spikes and localized distortions that deviate significantly from the baseline "Normal Signal".
These anomalies represent the impact of injected malicious packets during transmission. A comparative
analysis is conducted across several ECC-based encryption models, including those proposed by [21]-[23], as
well as the scheme introduced in this study. Although all models are designed to restore the original signal
through decryption following a packet injection attack, they exhibit markedly different convergence behaviors.
The proposed method shows a significantly faster and more stable convergence, with the decrypted signal
demonstrating a close alignment with the original waveform even in the presence of injected noise.
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Figure 5. Signal packet injection

3.3. Visual representation of system integration

To enhance the clarity of the proposed system and address the complexity of the integrated
architecture, a visual representation is provided in Figure 6. This figure illustrates both the conceptual design
and the practical realization of the aeroponics system integrated with the proposed secure communication
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framework. Figure 6(a) presents a simplified structural model of the aeroponics cultivation unit. The layered
cylindrical design represents the modular arrangement of planting zones, which are optimized for efficient
nutrient distribution and root exposure. This structure supports uniform mist propagation and facilitates
controlled environmental conditions, which are essential for stable data acquisition in 1oT-based monitoring
systems. Figure 6(b), on the other hand, shows the physical implementation scenario of the system. It reflects
how the designed architecture is deployed in a real-world environment, including sensor placement and system
interaction. This practical representation highlights the integration between hardware components and the
communication layer, where environmental data is captured and transmitted securely using the proposed ECC-
based encryption scheme. Together, these visualizations provide a clearer understanding of how the proposed
system operates both at the conceptual and implementation levels. The inclusion of these figures helps bridge
the gap between theoretical design and practical deployment, thereby improving the overall readability and
interpretability of the system architecture.

Figure 6. System visualization; (a) conceptual structure of aeroponics cultivation module and (b) practical
implementation and system integration scenario

3.4. Discussion and limitation

A comparative analysis across several ECC-based encryption models highlights notable distinctions
in terms of resilience, computational overhead, and adaptability as in Table 3. Li and Hu [21] implemented a
standard ECC scheme with a fixed key mechanism, which, while functional under normal conditions, exhibited
limited resistance when subjected to frequent packet injection attacks. Similarly, the approach by [22]
leveraged ECC over a prime field, yet suffered from latency issues that hindered its performance in real-time
applications. Meanwhile, Islam et al. [23] combined ECC with static seeds to improve stability, but the lack of
dynamic entropy left the system exposed to patterned attacks and degraded performance under adaptive threat
vectors. Unlike previous schemes that rely on fixed or static key parameters, the proposed approach introduces
adaptive entropy, which explains its superior resilience under dense injection scenarios. The proposed model
addresses these limitations by introducing a chaotic ECC structure that utilizes dynamic seed generation and
adaptive key rotation derived from chaotic logistic maps. This design not only improves encryption entropy
but also enables real-time adaptation to signal fluctuations caused by injection attacks. As evidenced by the
convergence profiles and signal recovery graphs presented earlier, our model consistently outperforms prior
schemes in maintaining waveform fidelity post-decryption. Furthermore, the system demonstrates superior
convergence behavior, achieving faster stabilization compared to competing methods. The faster convergence
observed in our chaos-enhanced ECC is primarily driven by the time-variant keying behavior introduced
through the logistic-map-based dynamic seed and adaptive rotation. Unlike fixed-key or static-seed ECC, the
proposed scheme continuously perturbs the effective scalar/key material across transmissions, which increases
diffusion and minimizes recurring structural similarities in ciphertext under repeated injection attempts. As a
result, the impact of injected anomalies does not accumulate in a consistent pattern across subsequent packets,
reducing residual distortion after decryption and enabling the recovered signal to realign more rapidly with the
original waveform. Furthermore, the implementation incorporates lightweight optimizations (e.g., adaptive
precomputation and efficient modular reduction) that reduce cryptographic latency at the edge/server pipeline,
allowing the system to respond faster to attack-induced perturbations and thus stabilize the decrypted signal
earlier than baseline ECC schemes.
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Table 3. Novelty and limitation comparison of ECC-based encryption schemes

Study :Tr:(')téaell Egecd Limitation Drawback Novelty of proposed scheme
[21] Standard Less resilient under frequent Decryption fails to fully Introduces adaptive ECC
ECC with injection attacks recover high-frequency modulation with chaos-enhanced
fixed key components key scheduling
[22] ECC over High computational latency Convergence to original Applies lightweight ECC variant
prime field for real-time systems signal is delayed, especially optimized for low-latency
under burst noise computation
[23] Hybrid ECC Inflexible key generation and Vulnerable to patterned Integrates dynamic seed generator
with static static entropy attack vectors due to and rotating chaos maps
seed predictable signal paths
Our Chaotic ECC Capable of robust signal Currently tested on synthetic ~ Achieves faster convergence,
model  with dynamic  restoration even under dense signal only (future work on high fidelity reconstruction, and
seed attack injection real-world data) adaptive security encoding

This advantage is crucial in applications where rapid and accurate data recovery is imperative. Our
scheme's strength lies in its integration of lightweight cryptographic logic with robust security reinforcement,
tailored for modern embedded environments. The adoption of chaos-enhanced ECC makes the system resilient
against dynamic and dense injection patterns, which are increasingly relevant in cyber-physical systems (CPS)
and 10T domains. The dynamic seed mechanism ensures a continuous regeneration of keys that adapt to threat
complexity, setting a new standard for encryption stability under adversarial stress. In practical applications,
the proposed encryption architecture offers promising contributions to secure data transmission in high-stakes
environments such as medical telemetry, industrial control systems, and autonomous transportation networks.
By ensuring both high-speed encryption and resilient signal recovery, this research addresses the critical trade-
off between performance and security in modern communication systems. The findings may be particularly
impactful in real-time systems where signal integrity cannot be compromised, positioning the proposed model
as a forward-compatible solution for emerging security challenges.

Beyond the current experimental setup, practical deployment in real aeroponic environments will
require validation across multiple cultivation units operating simultaneously. In large-scale greenhouse
settings, the system must maintain consistent key synchronization and stable communication among distributed
ESP32-based nodes. Future work will therefore focus on multi-node trials, long-term stability testing under
real environmental fluctuations, and detailed profiling of energy consumption to assess operational
sustainability. These steps are necessary to ensure that the proposed encryption framework remains lightweight
while supporting continuous, real-world agricultural operation. While the current evaluation focuses on
network-level attack resilience, deeper cryptographic analyses such as side-channel resistance, entropy
evaluation, and key recovery attacks are beyond the present scope and will be considered in future work

4. CONCLUSION

This study introduces a chaos-driven encryption scheme leveraging ECC with dynamically generated
keys based on the logistic map and adaptive rotation logic. The proposed method aims to fortify payload
protection in network communication systems against targeted adversarial attacks. Experimental validation
demonstrates that our model achieves an average encryption time of 4.97 ms and decryption time of 6.28 ms,
indicating real-time feasibility. The proposed model also incurs a lower payload overhead of approximately
18%, which is favorable for bandwidth-sensitive environments. Our model maintains full correctness (100%)
under targeted injection attacks, confirming its robustness in preserving data integrity. These results confirm
the effectiveness of integrating chaotic systems into ECC frameworks to enhance both efficiency and security.
For future research, the model can be extended to incorporate hybrid entropy sources for key evolution and
applied to other critical domains such as autonomous systems, sensor networks, and real-time 10T applications.
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