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Distributed denial-of-service (DDoS) attacks monitor network traffic to
determine unusual patterns that represent malicious flooding. However,
DDosS attacks mimic legitimate traffic which makes it difficult to accurately
detect and classify between normal and attack. This research proposes
Somersault Orangutan optimization algorithm for feature selection with
ShakeDrop refined gated recurrent unit (SOOA-SDRGRU) to detect and
classify DDoS. In OOA, somersault foraging behavior is incorporated to
solve local optima issue which enhances solution diversity and rapid
convergence speed toward global optima. GRU captures temporal patterns
and dependencies in sequential network data, whereas ShakeDrop assist to
minimize overfitting, which leads to more accurate and reliable detection of
diverse attack patterns. Compared to existing methods like bacterial colony
optimization (BCO) with optimized back propagation neural network
(BPNN), the proposed SOOA-SDRGRU obtains high accuracy of 0.9989
and 0.9992 on CIC-IDS2017 and CIC-DD0S2019 datasets which shows
robust detection method for evolving DDoS patterns.

This is an open access article under the CC BY-SA license.

©00

Corresponding Author:

Teena Kodapalu Balakrishna

Presidency School of Computer Science & Engineering, Presidency University
Rajanakunte, Yelahanka, Bangalore, India

Email: teenakbl@gmail.com

1. INTRODUCTION

Distributed denial-of-service (DDoS) attacks are an important threat to organisations worldwide as
overwhelm networks and render services unavailable to legitimate users. These attacks have the potential to
paralyse networks that make them inaccessible to users and cause severe disruptions in service integrity and
availability. Detecting and mitigating DDoS attacks has become crucial to maintain the resilience and
security of critical infrastructure [1]. Attacking devices declare routers, computers, or internet of things (10T)
devices, which are infected with malware attack [2], [3]. DDoS attacks originate from anywhere in the world,
making them challenging to identify and difficult to avoid due to their widespread nature [4]. DDoS attack
causes important harm like financial losses, reputational harm, even legal consequences [5]-[7]. Conventional
security solutions like intrusion detection systems and firewalls based on manually set thresholds that
struggle in different attack scenarios and leads to false positives (FP). To address this, researchers introduce
methods to detect malicious traffic in DDoS attacks effectively [8]. If an attack targets data plane, it causes
an enormous amount of meaningless traffic leading to DDoS, which consumes more processing resources
and network bandwidth. Such traffic disrupts normal forwarding of legitimate traffic and forces the software
defined networking (SDN) controller to address unwanted flow tables to switches [9], [10]. This not only
consumes valuable SDN switch storage but also maximises the overall burden on the data plane. A primary
detection technique is commonly categorised as a statistics and deep learning (DL) based method [11]-[13].
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Flow modelling is used in statistics-based detection method to evaluate particular network protocols for
detecting DDoS [14], [15]. Moreover, these methods are effective, simple, and manage new attack scenarios,
which enhances overall security in 10T [16]-[18]. Furthermore, DL adapt to hidden attack patterns from
intricate network environments [19], [20]. Arunadevi and Sathya [21] presented an optimised back
propagation neural network (BPNN) that employs bacterial colony optimization (BCO) to detect DDoS.
However, BCO-BPNN struggled with overfitting due to a tendency to excessively fine-tune network weights,
which results in suboptimal performance. Zhao et al. [22] established a convolutional neural network-
bidirectional long short-term memory (CNN-BIiLSTM) to detect DDoS attacks effectively. Nevertheless,
CNN-BIiLSTM suffer from limited generalization to new and evolving DDoS attack patterns due to
dependence on historical data. Hussan et al. [23] suggested an optimized Elman recurrent neural network
(ERNN) with chaotic bacterial colony optimization (CBCO) for DDoS attack detection. However, CBCO-
ERNN face instability in a dynamic DDoS attack environment due to its reliance on chaotic behavior for
optimization, which leads to unpredictable results. Roopak et al. [24] developed an unsupervised approach
for detecting zero-day DDoS attacks in 10T. By using random projection, a zero-day DDoS attack was
detected to minimise data dimensionality, and an ensemble model was applied by integrating a Gaussian
mixture model (GMM), k-means, and one-class support vector machine (SVM) with a hard voting approach
for classification. Tikhe and Patheja [25] introduced a wrapper feature selection-based hybrid DL (WF-HDL)
to detect DDoS attacks. Z-score normalization method was used, followed by employing pelican
optimization algorithm (POA) to select appropriate features. At last, a DDoS attack was identified accurately
by utilising deep auto encoder-convolutional gated recurrent unit (DAE-CGRU). However, DAE-CGRU face
challenges in generalizing to DDoS attack variants due to reliance on learned features from training data.

Alshdadi et al. [26] established a ResNeSt model with split-attention, which was enhanced by Jaya
algorithm (RSG-MJ) and augmented by gated recurrent unit (GRU) to detect DDoS attacks in 1oT.
Nevertheless, Jaya Algorithm optimization converges prematurely that minimise adaptability in rapidly
evolving DDoS attack patterns. Guo et al. [27] presented a topological and flow feature-based DL approach
(GLD-Net) for detecting DDoS attack. Long short-term memory (LSTM) was associated behind GAT to
acquire node neighborhood relationships and fully connected (FC) layer was used for classification.
GLD-Net supports to determine distribution of traffic attack source effectively. Shieh et al. [28] suggested a
Bi-LSTM with GMM for detecting unknown DDoS attacks. Bi-LSTM with GMM effectively distinguish
novel instances from samples in trained methods. Ma et al. [29] developed a feature and model selection
(FAMS) to detect DDoS attacks. Initially, feature coding, duplicate elimination outlier, normalization, and
data balancing were used to pre-process the data. At last, linear regression (LR), gradient descent (GD), and
SVM act as ensemble method to detect DDoS attack. Wei et al. [30] established a auto encoder-multi layer
perceptron (AE-MLP) for detecting and classifying DDoS attack. AE was used to extract the features for
determining most appropriate feature sets automatically. MLP utilized the compressed and minimized feature
sets generated by AE as input and categorize attacks into diverse DDoS attack types.

Aamir and Zaidi [31] implemented a clustering-based ML to classify DDoS attack. Clustering
methods like Agglomerative and k-means under principal component analysis (PCA) were used for labeling
data to distinguish attacks from normal traffic. After labeling, k-nearest neighbor (KNN), random forest (RF),
and SVM were used for classification. Shroff et al. [32] suggested a generative adversarial network (GAN)
for detecting DDoS attack. GAN generate and categorize synthetic malignant and benign instances which
were similar to real instances through similarity scores. This offers towards establishing robust and generic
detector for DDoS attack. Kaliyaperumal et al. [33] developed a basic autoencoder (BAE)-deep autoencoder
(DAE) for binary classification and hierarchical density-based spatial clustering of applications with noise
(HDBSCAN) for multi classification of DDoS attacks. The developed method has efficient threat
classification ability which attains robust and better performance. Existing DDoS detection methods exhibit
research gap which suffer from overfitting, limited generalization to evolving attack patterns, and premature
convergence during feature selection that significantly minimize detection ability. Moreover, DDoS attacks
mimic legitimate traffic which makes difficult to accurately detect and classify between normal and attack.

Despite the significant progress in DDoS detection using ML and DL techniques, several limitations
remain in existing studies. Many existing approaches suffer from premature convergence during feature
selection, overfitting and limited generalization to evolving DDoS attack patterns. In addition, several models
rely on high-dimensional traffic features which increased computational overhead and reduced detection
efficiency in large-scale IoT environments. Therefore, there is a need for an effective framework which
simultaneously performs optimal feature selection and robust temporal attack pattern learning to improve
detection accuracy, computational efficiency. To address this gap, this research proposes advanced DDoS
attack detection and classification using Somersault Orangutan optimization algorithm with ShakeDrop
refined gated recurrent unit (SOOA-SDRGRU). SOOA is used to select the most appropriate features for
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DDoS by solving the local optima issue, whereas SDRGRU captures temporal dependencies in network
traffic data while minimizing overfitting and enhancing robustness.
The main contribution of this research is as follows:

— The manuscript contributes a novel SOOA-SDRGRU by integrating SOOA based feature selection with
SDRGRU to ensure accurate and robust DDoS attack detection and classification. This integration
enhance generalization, minimize computational overhead through selecting most appropriate features,
and enable effective detection of DDoS attack in 10T environment.

— To select the most appropriate features, SOOA is used, which enhances the search for optimal feature
subsets by solving the local optima issue. Its effective exploration and exploitation balance assists in
capturing different attack patterns more accurately.

— GRU captures temporal dependencies in network traffic, whereas ShakeDrop enhances regularization,
which minimises overfitting and enhances generalisation for different attack scenarios. This results in
more accurate and robust detection and classification of DDoS attacks.

— Label encoding converts categorical data into numerical form, which enables the model to process and
analyze the data effectively, whereas min-max scales features to a consistent range that enhances model
convergence from varying feature magnitudes.

This research paper is organised as follows: section 2 illustrates a proposed method. Section 3
details the research method and section 4 analyses results and discussion; and the conclusion of this research

paper is given in section 5.

2. PROPOSED METHOD

This research proposes SOOA-SDRGRU to detect and classify DDoS attacks accurately. Initially,
CIC-IDS2017 and CIC-DD0S2019 datasets are used to evaluate model performance. Label encoding is used
to convert categorical data into numerical data, whereas min-max normalization is employed to transform all
numerical data into a fixed range that enhances model convergence and stability. Later, SOOA is performed
to select the most appropriate features as well, and SDRGRU is used for DDoS attack detection and
classification. Figure 1 demonstrates a detailed process of proposed method for DDoS detection and
classification process.

Feature Selection using

Datasets Pre-processing
Label Data split i tsoll(z)Atl
abe nitialization
CIC-IDS2017 e Training 80% v
" " " Exploration using
CIC- . Testing 20% Somersault foraging
DD0S2019 Min-max £ v
Exploitation
Selected features
(62 from CIC-IDS2017 ,
B Detection and 59 from CIC-
Normal traffic Classification DDoS2019)
SDRGRU
DDoS attack

Figure 1. Detailed workflow of proposed method for DDoS detection and classification process

2.1. Datasets

This research employs CIC-IDS2017 [21] and CIC-DD0S2019 [23] datasets to determine model
performance in DDoS attacks. These comprehensive datasets provide diverse traffic patterns, which enable a
thorough assessment of model performance in identifying different types of DDoS threats. A detailed
description of these datasets is explained below.

CIC-IDS2017: the data is obtained over five days in 2017, starting at 9:00 AM on Monday, July 3,
2017, and ending at 5:00 PM on Friday, July 7, 2017, during cyberattacks. Non-attack days that contain both
regular and DDoS attack data. It has 2,491,689 samples with both normal and attack data, with 78 network
flow features.

CIC-DD0S2019: it is a completely labelled dataset with 50,063,112 instances along with 80
features. It involves normal traffic and various malicious DDoS attack types with 11 class labels to accurately
detect different DDoS attacks. The obtained dataset is split into 80% training and 20% testing. Also, k-fold
cross-validation is used as k=5 respectively. Table 1 indicates a detailed dataset description for DDoS
detection and classification, and these data are passed through the pre-processing stage.
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Table 1. Detailed description of the dataset used in this research for detection and classification

Datasets Instances/samples  Features  Class
CIC-IDS2017 2,491,689 78 8
CIC-DD0S2019 50,063,112 80 11

2.2. Pre-processing
After obtaining data, label encoding and min-max normalization is used in the pre-processing stage.

Label encoding is employed to convert categorical features into numerical values, whereas min-max

normalization is utilized to scale all feature values into a consistent range. A detailed procedure for these

methods is outlined below.

a. Label encoding: the datasets contain categorical data, hence that data is converted into numerical data to
make DL model to process and analyze effectively by assigning each unique category a distinct integer.
This transformation enables DL model to interpret categorical features as numbers. This process
conserves uniqueness of each category without implying any ordinal relationships.

b. Min-max: it is a scaling method that transforms numerical features to a fixed range between zero and one.
It is processed by subtracting the minimum feature value and dividing by range, ensuring all features
contribute equally during model training, which prevents features with larger scales from dominating and
enhances model convergence as well as stability. The mathematical formula for min-max [34]
normalization is formulated in (1). Where X; indicates feature input value, X,,inimum a0 Xmaximum
denotes feature’s minimum and maximum value. Later, pre-processed input is passed through a feature
selection process to select to most appropriate features.

Xi—Xminimum (1)

Xi_normalize = X - X o
maximum minimum

3. RESEARCH METHOD
3.1. Feature selection

After pre-processing, SOOA select most appropriate features to detect DDoS attack. Feature
selection is essential for DDoS attack for identifying most relevant network traffic attributes which minimize
noise and irrelevant data. This enhance model’s accuracy and efficiency by focusing on significant features
that truly indicate attacks. Other optimization algorithms like Gorilla-troop optimization algorithm (GTOA)
and chimp optimization algorithm (ChOA), OOA [35] is advantageous, which mimics the adaptive and
cooperative foraging behavior of orangutans. This makes effective exploration and exploitation of feature
space to identify key features for DDoS attack detection. This ensures that only most relevant and
discriminative features are selected which leads to rapid, more accurate, and reliable detection of malicious
activity. This improve system’s ability to differentiating among normal and abnormal traffic patterns,
improving overall network. The following are step-by-step process explanation for the SOOA method.

3.1.1. Initialization

SOOA is a bio-inspired metaheuristic method which draws inspiration from orangutan’s natural
behavior. Orangutans act as population members and all orangutans indicate a potential solution to optimization
issue. As a group, orangutans from the population of SOOA is expressed using matrix form in (2):

)(1 xl,l vee xl'd A xl'm

X; =|Xi1 - Xy ot Xig )

Nysm v 77 Xnva o Xnady o

Initially, each orangutan’s position in search space is determined randomly which ensures diverse
coverage of the search space and enhances exploration ability. The population’s initialization process is
represented in (3) where orangutan each dimension position is computed depending on random values within
a predefined range. After initialization, the position of all orangutan’s corresponds to variable set which are
determined by utilizing the objective function, which is formulated in (4). Where X demonstrates SOOA
population matrix, X; indicates i{** orangutan (candidate solution), x; 4 represents d“* dimension in search
space, N determines number of orangutans, r provides random number in (0,1) range, m illustrates number
of decision variables, Ib; and ub, shows lower and upper bound of d** decision variable, F represents
vector of objective function, and F; defines computed objective function depending on i*" orangutan. Mean
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square error (MSE) is used as fitness function due to it measures the predicted and actual class labels that
enable precise evaluation of feature subsets. Minimizing MSE guides SOOA toward selecting features which
enhance classification accuracy with consistent and stable convergence. Also, population size of 30 search
agents and 100 iteration is adopted to balance exploration efficiency and computation overhead.

Xiq = lbg + 1. (uby — lby) ©))
F F(X1)
F= FI. = F(:Xi) 4)

FN Nx1 F(XN) Nx1

3.1.2. Exploration

In the initial stage of SOOA, each orangutan’s position is updated to simulate foraging behavior. For
modeling, the movement mathematically, the new position is computed for all orangutans by employing (5).
This movement enables orangutans to adjust location which explores fully distant regions that resulting in a
significant process in the objective function value. The mathematical formula for the new position is
confirmed and updated using (6).

x{g =xiq+1.(CFS; g — L.x;4) (5)
XP1  FPl <

X, =17t i =5 6
' {Xi, else (6)

Where X[ indicates new position of i*" orangutan depending on initial stage of SOOA, x/; represents d*"
dimension, F’* demonstrates objective function value, and CFS; 4 illustrates d** dimension of chosen food
source for it" orangutan. However, traditional OOA gets stuck in local optima due to limited movement
diversity in complex search space. To solve this, somersault foraging behavior is used in the exploration
stage, which makes abrupt and large-scale movements in the search space to escape local traps and obtain
better global performance. This integration enables a more robust selection of features that enhance detection
accuracy and reliability. After orangutans determine the location of the local optimum, orangutans perform
somersaults using a specific point as pivot and a distance coefficient to jump out of the local optimal region,
that enabling them to escape and continue searching for global optimum. The prey is considered as fulcrum
in hunting behavior and during each iteration, the position is updated between the present position and the
symmetrical counterpoint which is opposite to the fulcrum position. A mathematical formula for somersault
foraging behavior is formulated in (7):

x{(t+ 1) = x(t) + S. (rl.x,‘,iset(t) — rz.xl-d(t)),i =1,..,N 7

For the i*" orangutan, somersault procedure is explained below:

— In this research, S a somersault factor indicates the position opposite to prey. Here, S = 2 is considered,
choice of S value is identified by size of solution space of optimization issue. Typically, larger feasible
regions of optimization issue, S value is greater, and the selection of S is an empirical value.

— The x&,, represents prey position, N indicates number of orangutans, d illustrates dimension, and r; and
1, defines random numbers in (0,1) range. In each iteration, the present orangutan x2(t) compares its

fitness with orangutans after jump x2(t + 1) . Whether f(x{”(t + 1)) < f(x{(t)), somersault is

successful, and position information is updated; else, the somersault is not performed.

As the distance between the optimal solution and individual position become smaller, present
position fluctuation also decreases, which eventually allowing each orangutan to approach the optimal
solution. Hence, the somersault foraging range is reduced adaptively with an increase in number of iterations.
In each iteration, the present orangutan compares its fitness with the fitness of orangutan after jumping to the
fulcrum. If it falls into a local optimum, it is replaced by individual jumping fulcrum. As the number of
iterations increases, probability of replacement becomes higher and the effectiveness of escaping local
optimum becomes more obvious, which leads to better model convergence.

3.1.3. Exploitation
During the 2nd stage of SOOA, the orangutan moves nearby tree to nest, which is modelled by
making a new position for the orangutan depending on its current location. The (8) simulates the movement
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towards trees and if objective function value maximize, new position replaces prior one as defined in (9).
Where X2 indicates new position of i*" orangutan depending on 2nd stage of SOOA, F/? demonstrates
objective function value, and t demonstrates iteration count. Overall, model enhances global search ability by
assisting individuals to jump out of local optima. This increases convergence by dynamically adjusting
positions based on the fulcrum. Subsequently, the selected features are fed as input to the detection and
classification process.

ubi—-lb;
xsz = xi,j + 7. (1 - 27"["]'). jt J (8)

_ (X% FP?<F
Xi = { X, else )
3.2. Detection and classification

After selecting the appropriate features, SDRGRU is used to detect and classify DDoS attacks
accurately. GRU [36] is efficient for modelling sequential data by capturing long-term dependencies compared
to LSTM, which leads to rapid training, less computational complexity, and reduced memory consumption.
Incorporating ShakeDrop enhances the model by dynamically dropping neurons during training, which
enhances robustness and generalization. This integration makes the network to better learn complex temporal
patterns and minimise the overfitting issue. Unlike LSTM, GRU involves 2 gates, namely update and reset
gates. Update gate integrates function of forget and input gate of LSTM which helps model in determining
how much information from prior time steps is carried forward in (10). Moreover, the reset gate determines
how much past information is discarded as formulated in (11). Unlike LSTM, GRU does not have a separate
cell state; instead, it transfers information based on hidden state. Each candidate activation vector is calculated
using (12) and internal gate within the GRU cell updates hidden state for each new input at each time t. A final
output of GRU cell and next hidden state are acquired by employing the update gate vector in (13).

z; =o(W, X, + U,H,_; + by) (10)
r, = o(W,X, + UH,_, + b,) (11)
hy = tanh (WX, + Uy (ry @ he_y) + by) (12)
he =2 @ he+ (1-2) @ He_y (13)

Where X, indicates external input data at time step t, H,_, represents hidden state at prior time step t — 1,
and r, demonstrates reset gate vector at time step t. The z, defines output of update gate at time step t, A,
illustrate candidate activation vector at time step t, W,, W,., and W), indicates weight matrix for update gate,
reset gate, and candidate hidden state corresponding to input X,, U,, U, and U, represents weight matrix for
update gate, reset gate, and candidate hidden state corresponding to hidden state H,_;, b,, b, and by,
demonstrates bias vector for update gate, reset gate, and candidate hidden state, @ indicates element wise
product, and o(.) determines sigmoid activation function. ShakeDrop is integrated into GRU’s recurrent
output via stochastic residual mapping which follows linear decay schedule from higher dropout at shallow
layers to near-zero at deeper ones that ensure stable convergence. This integration enables SDRGRU for
retaining significant temporal dependencies and minimizing overfitting, which enhance robustness against
diverse and evolving DDoS attack behaviors. ShakeDrop regularization enhances model robustness by
dropping layers and neurons during training, which prevents co-adaptation and overfitting. It offers the
network to learn more diverse and generalized features that enhance performance on unseen data and
stabilise training. The mathematical formula for ShakeDrop is expressed in (14):

x+ (b + a — bja)F(x), intrain— forward
G(x)=X x+ (b, +B—bB)F(x) intrain— backward (14)
x + E[b; + a — bja]F(x) in test

Where b, determines Bernoulli random variable, which is considered by the linear decay rule in each layer, a
and B represents independent uniform random variable. In the training stage, and b; manage the ShakeDrop
behavior. If b; = 1, then (14) is deformed as (15) i.e., ShakeDrop is equivalent to the original network. If
b, = 0, then (14) is deformed as (16). Where the calculation of F(x) is perturbed by a and B. The
hyperparameter values are selected based on grid search to ensure optimal performance. A learning rate of
0.0001 with Adam optimizer ensure controlled weight updates and rapid convergence. The tanh activation

Bulletin of Electr Eng & Inf, Vol. 15, No. 4, August 2026: 3469-3482



Bulletin of Electr Eng & Inf ISSN: 2302-9285 O 3475

binary cross-entropy loss function, 100 epoch, and 0.2 dropout enhance temporal feature learning by
minimizing overfitting in DDoS detection and classification.

_(x+F(x), intrain— forward

G = {x + F(x), intrain — backward (15)
_ (x+aF(x), intrain— forward

G = {x + BF(x), intrain — backward (16)

Thus, the model effectively captures intricate patterns in network traffic while managing robustness against
noise. As a result, SDRGRU significantly enhance detection and classification accuracy for DDoS attacks.
Overall, it provides an efficient, reliable, and highly accurate solution for securing the network against these
attacks. Table 2 shows a notation list description used in the proposed method with corresponding definitions
and Algorithm 1 describes the pseudo code of proposed method to ensure reproducibility.

Table 2. Comprehensive list of mathematical symbols and notations employed in proposed method
Symbol Description

X; Feature input value

Xominimum aNd Xpaximum ~ Feature’s minimum and maximum value
X SOOA population matrix

X; i" orangutan (candidate solution)

Xig d®™ dimension in search space

N Number of orangutans

r Random number in (0,1) range

m Number of decision variables

lby and uby Lower and upper bound of d®* decision variable

F Vector of objective function

F; Computed objective function depending on it* orangutan

Xt New position of i® orangutan depending on initial stage of SOOA

xf3 d*™ dimension

FP1 objective function value

CFS;q d*" dimension of chosen food source for it" orangutan

S Somersault factor

xfor Prey position
Dimension

ryandr, Random numbers in (0,1) range

xF? New position of i" orangutan depending on 2nd stage of SOOA

FP? Objective function value

t Iteration counter of algorithm

X, External input data at time step t

H,_, Hidden state at prior time step

T Reset gate vector that after point-wise multiplication with H,_; manage the number of past information
to forget

Z; Output of update gate sigmoid function

I Candidate activation vector

Y, Output for input data X, at time step

H, Next hidden state value

b, Bernoulli random variable which is considered by linear decay rule in each layer

a and B Independent uniform random variable

Algorithm 1. Pseudo code of proposed method
Input: Datasets D
Output: Predicted class labelsy

Start
Step 1: dataset and pre-processing
i) Load datasets D
ii) Apply label encoding to categorical attributes
iii) Utilize min-max to numerical features
iv) Split datasets into 80% training and 20% testing

Step 2: feature selection
Initialize population of orangutans, set population size=30, iteration=100, and
employ MSE fitness function
For iteration=1 to T do
For each orangutan X;eP do
i) Evaluate fitness using MSE
ii) Apply somersault foraging behavior in exploration stage
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iii) Perform exploitation stage
If fitness improves then
Update best solution
End If
End For
End For

Step 3: detection and classification
Initialize GRU layers with hidden units, tanh activation, ad shakedrop
regularization
Set learning rate, optimizer, and loss function
For epoch = 1 to MaxEpochs do
For each batch Be€ training data do
i) Forward propagate batch through SDRGRU
ii) Calculate predicted output
iii) Compute loss function and apply ShakeDrop regularization during
training
iv) Update network weights using Adam optimizer
End For
End For

Step 4: inference
For each sample x¢€ testing data do
i) Learn temporal feature sequence
ii) Compute SDRGRU output probability P(y = 1|x)
If P(y=1|x) =t then
Assign label=DDoS attack
Else
Assign label=Normal traffic
End If
End For

Return: predicted label y
End

4. RESULTS AND DISCUSSION

The SOOA-SDRGRU is simulated using Python 3.11 environment with an Intel i5 processor,
Windows 11 operating system, 64 GB random access memory (RAM), 1 TB SSD, and 8 GB graphic processing
unit (GPU) with TensorFlow and Keras library. Accuracy, recall, F1-score, specificity, and precision are
employed to determine model effectiveness using (17) to (21). Where TN demonstrates true negative, FN
illustrates false negative, FP represents false positive, and TP determines true positive respectively.

TP+TN

Accuracy = T — 17)
Recall = —=~ (18)
TP+FN
F1— Score = —& (19)
2TP+FP+FN
B TN
Specificty = P (20)
Precision = — (21)
TP+FP

4.1. Performance analysis

Table 3 demonstrates performance evaluation of different feature selection. Compared to existing
methods like GTOA, ChOA, and OOA, the SOOA obtains high accuracy of 0.9989 and 0.9992 on CIC-
IDS2017 and CIC-DD0S2019 datasets due to effectively solving local optima issue. This mechanism enables
candidate solutions to make abrupt and dynamic jumps in the search space that avoids premature convergence
to local minima. Hence, SOOA refines optimal solutions and fosters cooperative learning, which enhance
overall convergence. As a result, SOOA consistently achieves high accuracy compared to existing methods.

Table 4 evaluates the evaluation of different DL techniques. SDRGRU achieves a high accuracy of
0.9989 and 0.9992 on CIC-1DS2017 and CIC-DD0S2019 datasets due to it capture sequential dependencies in
network traffic data without suffering from vanishing gradients. Its gating mechanism effectively manages the
flow of information that enables it to remember significant patterns related to attack behavior over time.
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Moreover, SDRGRU adaptively weight past and current inputs that assist in distinguishing between normal and
malicious traffic. By concentrating on appropriate features, SODRGRU enhances detection performance, which
leads to accurate detection and classification of DDoS attacks compared to existing methods like ShakeDrop
Refined multi layer perceptron (SDRMLP), ShakeDrop refined recurrent neural network (SDRRNN), and
ShakeDrop refined long short-term memory (SDRLSTM).

Table 3. Performance of diverse feature selection methods which represents superiority of SOOA in selecting

optimal feature subsets for DDoS detection
Methods  Accuracy Recall Fl-score Specificity  Precision
CIC-IDS2017
GTOA 0.8745 0.8547  0.8457 0.8423 0.8369
ChOA 0.8968 0.8965  0.8760 0.8369 0.8565
OO0A 0.9245 0.9148 0.8986 0.8945 0.8830
SOOA 0.9989 0.9972  0.9973 0.9981 0.9976
CIC-DD0S2019
GTOA 0.8471 0.8125  0.8370 0.8594 0.8632
ChOA 0.8965 0.8269  0.8579 0.9054 0.8915
OOA 0.9065 0.8549  0.8783 0.8934 0.9032
SOOA 0.9992 0.9973  0.9978 0.9945 0.9984

Table 4. Performance analysis of different DL methods for DDoS detection and classification which
demonstrates effectiveness of proposed SDRGRU
Methods ~ Accuracy  Recall Fl-score  Specificity  Precision
CIC-1DS2017
SDRMLP 0.8934  0.8697 0.8576 0.8934 0.8459
SDRRNN 0.9235  0.8932  0.8810 0.9215 0.8692
SDRLSTM  0.9502  0.9257  0.9310 0.9420 0.9365
SDRGRU 0.9989  0.9972  0.9973 0.9981 0.9976
CIC-DD0S2019
SDRMLP 0.8626  0.8634  0.8794 0.8954 0.8962
SDRRNN 0.8923  0.8936  0.9083 0.9365 0.9236
SDRLSTM 09236  0.8257 0.8816 0.9578 0.9457
SDRGRU 0.9992  0.9973  0.9978 0.9945 0.9984

Figure 2 depicts a graphical representation of proposed model for different evaluations. Figure 2(a)
represents k-fold validation. Compared to k=2, 3, and 7, k=5 yields a high accuracy due to striking a balance
between overfitting and underfitting. Using five neighbors smooths decision boundaries that minimise the
impact of noise in data, which ensures predictions are based on a broader and more representative sample of
nearby points. Moreover, k=5 obtains better generalization by reducing dependence on irrelevant or distant
data points, leading to more accurate and stable classification outcomes. Similarly, Figure 2(b) indicates a
graphical representation of different regularisation methods. Compared to existing methods like mixup
regularization, manifold regularization, and shake-shake methods, SDR achieves a better accuracy of 0.9989
and 0.9992 on CIC-IDS2017 and CIC-DD0S2019 datasets due to its involvement in random perturbations to
branches during training that enhance the model’s robustness. These perturbations avoid overfitting by
learning a network that provides better generalization performance on unseen data.
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Figure 2. Graphical representation of; (a) k-fold validation process to ensure reliable evaluation and
(b) different regularization methods which minimize overfitting compared to traditional methods
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Table 5 represents the performance analysis of time complexity per epoch and statistical results.
Compared to existing methods, SOOA achieves a shorter training time of 0.1486s and 0.1698s for both
datasets due to an effective somersault movement strategy. Unlike traditional methods that require complex
calculations, the SOOA involves straightforward updates to candidate solutions, which minimise complexity
during each iteration. Moreover, the model’s social interactions enhance convergence speed without adding
additional complexity. Overall, this ensures in rapid training with fewer computational resources.

Table 5. Performance analysis of time complexity and statistical results which demonstrates efficiency and

stability of proposed method
Methods  Training time per epoch (s)  Inference time per epoch (s) Memory consumption (MB)  t-test

CIC-1DS2017
GTOA 0.2598 0.2458 359 0.015
ChOA 0.2469 0.2018 327 0.012
OO0A 0.1236 0.0586 304 0.009
SOOA 0.1486 0.0365 263 0.005
CIC-DD0S2019
GTOA 0.2548 0.1487 348 0.012
ChOA 0.1965 0.1036 308 0.009
OO0A 0.1879 0.0965 298 0.007
SOOA 0.1698 0.0265 214 0.004

Figure 3 shows a performance analysis of the confusion matrix for the classification process
(Figure 3(a)) CIC-IDS2017 and CIC-DD0S2019 datasets (Figure 3(b)). In CIC-1DS2017, the model shows
the system’s accuracy in distinguishing between normal and various attacks, whereas CIC-DD0S2019
represents the system’s ability in identifying normal traffic and DDoS attack types. Both confusion matrices
demonstrate that the model obtains superior accuracy, with most predicted labels nearly aligning with true
labels. Overall, the proposed SDRGRU shows robust performance in classifying network traffic for various
attack scenarios.
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Figure 3. Analysis of confusion matrix for proposed SDRGRU; (a) CIC-IDS2017 and (b) CIC-DD0S2019
which shows correct and misclassified instances to evaluate classification reliability

Figure 4 shows an analysis of receiver operating curve (RoC), which trade-off among true positive
rate (TPR) and false positive rate (FPR) for each class. From Figure 4, area under curve (AUC) values are
near to 1, which represents better classification accuracy for all classes in both datasets. Figure 4(a)
CIC-IDS2017 demonstrates the values of AUC ranging from 0.9987 to 0.9999, which shows consistent and
high performance over different attacks. Likewise, Figure 4(b) CIC-DD0S2019 obtains around 1.0 AUC
which indicates better reliability in classifying different DDoS attack types.
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Figure 4. Analysis of AUC curve for proposed SDRGRU; (a) CIC-1DS2017 and (b) CIC-DD0S2019
demonstrating robust discriminative ability

4.2. Comparative analysis

Table 6 illustrates a comparative analysis of existing methods for both datasets. The existing
methods, like [21]-[26], [30], [33], [35] are compared with the proposed SOOA-SDRGRU. The existing
methods [30], [33], [35] result values are presented in percentage which is converted into decimal to match
with proposed method value. Compared to these methods, the proposed method achieves better accuracy of
0.9989 and 0.9992 by leveraging SOOA’s strong exploration and exploitation balance. The ShakeDrop
method enhances GRU’s generalization through regularization. This method minimises overfitting and
improves learning stability. Therefore, refined GRU accurately captures temporal dependencies and subtle
features in complex patterns.

Table 6. Comparative analysis of existing methods which shows superior performance for DDoS detection
and classification

Methods Datasets Accuracy  Recall  Fl-score  Specificity  Precision
BCO-BPNN [21] CIC-IDS2017 0.9341 0.9592  0.9684 0.9711 0.9692
CNN-BiLSTM [22] 0.9567  0.9590  0.9586 N/A 0.9582
CBCO-ERNN [23] 0.9849  0.9963  0.9764 0.9947 0.9963
RSG-MJ [26] 0.950 0.960 0.960 0.960 0.930
RF [31] 0.9666 N/A N/A N/A N/A
Proposed SOOA-SDRGRU 0.9989  0.9972  0.9973 0.9981 0.9976
CBCO-ERNN [23] CIC-DD0S2019  0.9829  0.9957  0.9948 0.9818 0.9857
Ensemble model [24] 0.9450 0.953 0.943 N/A 0.933
DAE-GRU [25] 0.9969  0.9907  0.9905 N/A 0.9903
AE-MLP [30] 0.9834  0.9848  0.9818 N/A 0.9791
bAE+dAE+HDBSCAN [33] 0.9906 N/A N/A N/A N/A
Proposed SOOA-SDRGRU 0.9992  0.9973  0.9978 0.9945 0.9984

4.3. Discussion

The benefits of proposed SOOA-SDRGRU and limitations of existing techniques are represented in
detail in this section. The existing method’s limitations like BCO-BPNN [21] struggled with overfitting due
to the tendency to excessively fine-tune network weights, which results in suboptimal performance.
CNN-BIiLSTM [22] suffers from limited generalization to new and evolving DDoS attack patterns because of
dependence on historical data. CBCO-ERNN [23] faces instability in a dynamic DDoS attack environment
due to reliance on chaotic behavior for optimization that leads to unpredictable results. DAE-CGRU [25]
struggles to generalise DDoS attack variants due to reliance on features learned from training data. Jaya
algorithm [26] optimization converges prematurely, which minimising adaptability in rapidly evolving DDoS
attack patterns. The proposed SOOA-SDRGRU overcomes these existing methods’ limitations by selecting
the most appropriate features and capturing long-term dependencies. A ShakeDrop regularization refines the
GRU that provides better generalization by avoiding the co-adaptation of neurons. This method improves
model’s ability by capturing significant patterns in time-series data. Therefore, the proposed
SOOA-SDRGRU offers superior accuracy, enhanced stability, and better management of non-linear
dependencies. Overall, the proposed method outperforms the existing methods in detecting and classifying
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DDoS attacks. The proposed SOOA-SDRGRU not only demonstrates superior accuracy and stability in
detecting and classifying DDoS attack but also obtain significant practical implication. In 10T, which involve
highly heterogencous traffic patterns, model’s effective feature selection and ShakeDrop regularization
enable robust performance without computational overhead. By enhancing generalization to evolving DDoS
attack, proposed SOOA-SDRGRU supports security measures which minimize FP and enhance network
performance.

5. CONCLUSION

This research proposed SOOA-SDRGRU to detect and classify DDoS attacks accurately. The
primary contribution lies in effective combination of SOOA for feature selection with SDRGRU for DDoS
detection and classification. SOOA selects highly suitable features by balancing both the exploration and
exploitation processes, which contributes to rapid convergence, solves local optima, and decreases
computational complexity. Moreover, GRU is used to manage long-term dependencies in sequential data,
while ShakeDrop enhances robustness by preventing overfitting. This ensures robust discrimination among
malicious and legitimate traffic when attack patterns nearly resemble normal behavior that makes proposed
method well effective for evolving DDoS scenarios. This research represents that proposed SOOA-SDRGRU
obtains near-perfect DDoS attack detection performance on CIC-IDS2017 and CIC-DD0S2019 datasets with
accuracy of 0.9989 and 0.9992, recall of 0.9972 and 0.9973, and F1-score of 0.9973 and 0.9978 respectively.
In addition, the proposed approach reduces computational cost with training time of 0.1486 s and 0.1698 s
per epoch while maintaining low memory consumption compared with existing approaches. Moreover, the
outcomes confirm proposed method’s reliability and efficiency compared to existing methods which shows
robust detection of evolving DDoS attacks. Despite these promising results, the study has limitations, where
the model is evaluated only on benchmark datasets and does not consider real-time network deployment,
adversarial attack scenarios. This limitation may influence the scalability and robustness. Therefore, the
future research will focus on real-time DDoS detection in edge-enabled 10T networks and adversarial
robustness evaluation to evolving attack patterns and dynamic network traffic conditions, for improved
scalability and practical applicability.
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