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Digital image forgery has become a critical concern in the era of advanced
multimedia technologies, where the authenticity of visual content directly
affects trust in digital communication, journalism, and law enforcement.
Among various forgery techniques, copy-move forgery (CMF) is among the
most common and deceptive, as it involves duplicating a region of an image
to conceal or misrepresent information. To address this challenge, numerous
copy-move forgery detection (CMFD) approaches have been proposed,
ranging from block-based and keypoint-based methods to hybrid models and
deep learning (DL) techniques. This paper provides a comprehensive review
of these approaches, analyzing their strengths and limitations, and evaluating
their performance across multiple benchmark datasets. The evaluation
considers factors such as image resolution, manipulation types, and
robustness against post-processing attacks. By systematically comparing the
algorithms and datasets, the study highlights persistent challenges and
outlines future research directions. The findings aim to guide researchers in

selecting appropriate techniques and inspire the development of more robust
CMEFD solutions.
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1. INTRODUCTION

In recent years, network infrastructure has improved, broadening the reach and influence of digital
images. Free and paid image processing software, such as Adobe Photoshop and Paint Shop Pro, make digital
image processing easier to obtain and popularize. Users can easily operate on and edit images with minimal
loss of quality and few visual artefacts [1]. But this convenience carries potential risks, as images may be
maliciously tampered with, distorting their original meaning.

There was a famous case in the 2006 China News Photography Competition: the gold award-
winning work "The First Thunder of Chinese Rural Urbanization Reform" was found to be forged after
winning the award, which was spliced from photos taken at different scenes at the same time. In Figure 1,
there are two cases: Figure 1(a) is a modified composite image and Figure 1(b) is an unmodified real scene.

Such incidents underscore the growing issue of digital image forgery, which presents substantial
challenges to fields such as news reporting, academic research, legal proceedings, and healthcare. Forged
images may damage credibility and endanger social stability [2], [3]. So, it is necessary to ensure the
authenticity of digital images as soon as possible. The emergence of digital image forensics technology is an
important development.
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Figure 1. The falsified digital image; (a) forged image and (b) original image

There are two methods in existing digital image forensics technology: active (non-blind) and passive
(blind) [4], [5]. Figure 2 presents these categories and subtypes. Active forensics includes digital signature
and watermarking technologies [6]. Watermarking is more flexible than digital signatures. Active forensic
technology is effective in some cases, but it has certain limitations, such as the need for the original image for
embedding and for decryption/extraction tools. In some cases, passive forensics may be more appropriate
because there is no need to obtain information in advance [4]. Passive methods detect image manipulation by
analyzing inconsistencies in content and structure. Examples of passive methods include image splicing,
copy-move forgery (CMF), image retouching, and object removal. In blind digital image forensics, CMF is
widely used due to its own characteristics [7]-[9]. From 2015 to 2025, the Scopus database listed 992
research papers on CMFD. Figure 3 presents the distribution of annual releases, revealing the development of
research trends.

Section 2 presents various evaluation metrics used for forgery detection. Section 3 provides detailed
information about the benchmark datasets employed in CMFD. Section 4 surveys state-of-the-art CMFD
methods, providing a comprehensive review. Section 5 discusses research issues and future directions in
CMFD. Finally, the conclusions are presented in section 6.
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Figure 2. Classification of image forgery detection
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Figure 3. CMFD publications indexed by Scopus
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2. EVALUATION METRICS

The evaluation of CMFD techniques typically occurs on two levels: image and pixel [10]-[12]. At
the image level, the focus is on determining whether an image is real or tampered with. In contrast,
pixel-level assessment classifies each pixel as either real or tampered, making it the most accurate and
reliable method. This approach provides granular information, enabling precise identification of the location
and shape of the forged region, rather than merely classifying the entire image.

The evaluation metrics for CMFD technology are based on measurements conducted at the image or
pixel level [2], [13]. These metrics include:

True positive (TP): number of images/pixels correctly recognized as tampered.

False positive (FP): number of real images/pixels incorrectly recognized as tampered.
True negative (TN): number of real images/pixels correctly identified as real.

False negative (FN): number of tampered images/pixels incorrectly identified as real.

Based on the above measurement, various evaluation metrics can be calculated at either the image or
pixel level. For instance, standard evaluation metrics are often pixel-level. Note that for image-level
evaluation, these components refer to entire images instead of individual pixels.

Accuracy: this metric represents the proportion of correctly classified pixels to the total number of
pixels. The accuracy ranges from 0 to 1, with higher values indicating greater accuracy in classifying the
entire image. The calculation formula is as (1):

TP+TN
ACC = ————
TP+FP+TN+FN

1
Precision: this metric is the ratio of correctly classified forged pixels (TP) to the total number of predicted
forged pixels. Precision values range from 0 to 1, with higher values indicating greater accuracy in labeling
forged pixels. The calculation formula is as (2):

TP

P = )

T TP+FP

Recall/true positive rate (TPR): this metric is the ratio of correctly classified forged pixels (TP) to the total
number of forged pixels. The value ranges from 0 to 1, with higher values indicating greater accuracy in
identifying forged pixels. The calculation formula is as (3):

R/TPR = —2—
TP+FN

@)
F1-score: this metric represents the harmonic mean of precision and recall, providing a comprehensive
evaluation of performance. The value ranges from O to 1, with higher values indicating a better balance
between precision and recall. The calculation formula is as (4):

P*R TP
Fl=2x =2 % —
P+R 2+TP+FN+FP

(4)

An excellent CMFD detection method should achieve high values for ACC, P, R, and F1 [14], [15]. This
ensures accurate detection of forgery areas, comprehensive coverage of all forged regions, and minimized false
positives. Such performance characteristics enhance the reliability and accuracy of forgery detection.

3. DATASETS

The CMFD field offers a variety of datasets with diverse characteristics, each unique in terms of capacity,
ground truth representation, and complexity [16]. As shown in Figure 4, the datasets differ in the distribution of
authentic (A) and tampered (T) images. MICC-F220 maintains a relatively balanced distribution, while datasets
such as CASIA V2.0 and CoMoFoD contain more tampered images, reflecting varying degrees of complexity.

The datasets in Table 1 are commonly used to evaluate CMFD algorithms, but they vary
significantly in scale, diversity, and attack authenticity. The MICC series [17] (F220, F2000, F600) is simple
to operate and suitable for baseline evaluation, but has limited post-processing; FAU [18] and CoMoFoD
[19] contain multiple geometric transformations and post-processing, which are more challenging. CASIA
v2.0 [20] covers copy-move and splicing forgeries, but has low resolution and insufficient annotations. Small
datasets (such as CVIP [21] and GRIP [22]) have a single test condition and are too small to easily lead to
overfitting. COVERAGE [23] is known for its complex scenes, whereas IMD [24] provides high-resolution
images that are more realistic. Figure 5 presents examples of forged images from several public datasets.
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Figures 5(a)—(d) correspond to FAU [18], CoMoFoD [19], CVIP [21], and GRIP [22], respectively. Overall,
CoMoFoD and FAU provide more realistic challenges, but existing datasets still have limitations, such as
single-texture samples, unbalanced scenes, and limited scale, which affect algorithmic generalization. In the
future, larger, more diverse, and balanced datasets should be constructed to narrow the gap between
experimental environments and real-world forgery scenarios.
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Figure 4. A bar chart shows the number of authentic and tampered items for each dataset
Table 1. Summary of the CMFD datasets
Dataset _No. of Size Format Geometric Post processing
images transforms operations
MICC-F220 [16] A:110 722*480 to JPEG SandR No
T:110 800*600
MICC-F2000 [16] A:1300 2048*1536 JPEG SandR No
T:700
MICC-F600 [16] A:440 800*532 to JPEG and PNG SandR No
T:160 3888*2592
FAU [17] A48 3000*2300 JPEG and PNG S,R, T,D,and C NA, JC, BC, CA, and CR
T:48
CoMoFoD [18] A:6500 512*512 to JPEG and PNG S,R,and D NA, JC, BC, CA, and CR
T:6500 3000*2000
CASIA V2.0 [19] A:7491 240*160 to JPEG, BMP, and TIFF S,R,and D B
T:5123 900*600
CVIP [20] A:70 1000*700 or BMP SandR No
T:970 700*1000
GRIP [21] A:80 768*1024 PNG SandR NA and JC
T:3440
COVERAGE [22] A:100 400*486 TIF S,R, T,andC BC
T:100
IMD [23] A:48 3000*2400 JPEG SandR NA and JC
T:1344

Note: A=authentic, T=tampered, S=scaling, R=rotation, TO=transformation, D=distortion, C=combination, B=blurring, NA=noise
adding, JC=JPEG compression, BC=brightness change, CA=contrast adjustment, and CR=color reduction

(b) (d)
Figure 5. Sample forged images and binary masks; (a) FAU, (b) CoMoFoD, (c) CVIP, and (d) GRIP
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4. RELATED WORK

CMFD methods fall into four categories: block-based, keypoint-based, combination-based, and deep
learning (DL) methods. In this section, we provide a comprehensive review of each category. Figure 6
illustrates the classification of CMFD techniques.
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Figure 6. The categorization of CMFD techniques

4.1. Block-based forgery detection methods

In block-based image CMFD methods, the input image is divided into overlapping or non-
overlapping blocks, typically circular or rectangular. Feature vectors are then extracted using techniques such
as the discrete cosine transform (DCT), the polar complex exponential transform (PCET), principal
component analysis (PCA), the histogram of oriented gradients (HOG), or Hu moments, either individually
or in combination. The extracted features are matched based on correlation, Euclidean distance, or dictionary
ranking. To refine detection and eliminate false matches, forgery localization is performed using random
sample consensus (RANSAC) and J-Linkage, which estimate geometric transformations between matched
pairs. Table 2 summarizes representative block-based CMFD methods, highlighting their details, benchmark
datasets, reported metrics, and key strengths and limitations.

4.1.1. Frequency transform

The frequency transform is a widely used block-based feature-extraction method, valued for its
robustness to rotation, translation, and noise. In papers [25], [26], they first convert the image from RGB to
grayscale during pre-processing. The grayscale image is then divided into overlapping circular blocks, enabling
information sharing between adjacent regions. In the feature extraction stage, PCET features are computed
for each circular block. For block matching, the approximate nearest neighbor (ANN) search is employed to
identify potentially similar blocks. In the post-processing stage, a block distance threshold helps eliminate false
matches by discarding overly similar but untampered blocks, ensuring accurate detection of tampered regions.

Alkawaz et al. [27] convert color images to grayscale during pre-processing, followed by division
into overlapping blocks. In the feature extraction stage, the DCT is applied to each block, a common
technique for transforming spatial-domain images into the frequency domain. The resulting frequency
coefficients serve as feature descriptors. During block matching, feature vectors are sorted using dictionary
ordering, and duplicate blocks are identified based on Euclidean distance.

Building on these foundations, Warif et al. [28] employ the Fourier-Mellin transform (FMT) to
extract stable features against various attacks. However, this method did not account for compressed images,
leading to either the loss of some detected forged pixels or increased noise in the detected forgeries. To
address this, Abir et al. [29] proposed automatic frequency-based enhancement filters. They utilized the Otsu
algorithm for image pre-processing and applied four enhancement filters to improve the image for display or
further analysis. During feature extraction, they combined DCT and FMT to address compression issues. In
the block matching stage, PatchMatch was used to identify matches for each patch. Finally, in the post-
processing stage, either the RANSAC or the same sampling transform selection (SATS) algorithms were
employed to determine the affine transformation for CMFD.

4.1.2. Texture and intensity

Different natural scenes, such as grass, clouds, and ground, exhibit distinct intensity and texture
characteristics. When an attacker copies and moves a region within an image, it can lead to noticeable
differences in brightness or alterations in texture features. Analyzing these discrepancies can be useful for
detecting image forgery.

Uliyan et al. [30] propose a method that combines statistical analysis and color texture to identify
and segment regions of interest in images. The degree of blurring in these regions is assessed using blurring
metrics. Subsequently, the image is divided into fuzzy and non-fuzzy parts. Fourier coefficients and gradient
features are employed to detect blurred regions, and the similarity between these regions is estimated using
the Euclidean distance.
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Table 2. Summary of representative block-based CMFD methods
Category Ref. Details Dataset(s) Metrics (%) Strengths Limitations
Frequency Emametal.  Circular blocks, MICC- R=79, P=89, Robust to rotation,  Computationally
transform [26] PCET, ANN, and F600 F1=83.7 scaling, and other intensive;
morphological geometric performance
operations. transforms. decreases under
heavy noise.
Alkawaz et overlapping blocks, CoMoFoD  R=96.6, Simple and Limited robustness
al. [27] DCT, dictionary P=64.5 effective against to geometric
ordering, and compression transformations
Euclidean distance. artifacts. (e.g., scaling, and
rotation).
Warifetal.  Auto-enhanced and GRIP F1=93% Enhances image Inability to
[28] enhanced filter, quality while accurately
DCT, FWT, and suppressing noise determine temporal
PatchMatch. in detection. performance.
Texture and Uliyanetal. SRM segmentation, FAU and TPR=97, Robust to varying  If the image is
intensity [30] blur estimator, MICC- FPR=2.6, levels of blur highly blurred, the
Fourier coefficients, F220 TPR=96.5, noise in images. detection rate
and gradient-based FPR=2.86 drops dramatically.
features, Euclidean
distance.
Kumar et Haar transform, kidney ACC=92 The method hasa  Struggles with
al. [31] PCA, GLCM, and disease high peak signal- low-texture/
Euclidean distance. dataset to-noise ratio homogeneous
(PSNR) and a low  backgrounds
mean square error
(MSE).
Ganguly et Overlapping blocks,  GRIP and F1=98.34, Effective againsta  For rotation and
al. [32] LTrP, Lexical CoMoFoD  F1=90.93 range of post- scaling attacks, the
sorting, Euclidean processing method yields no
distance, and manipulations. desirable results.
morphological
operation.
Dimensionalit  Dixit and Overlapping blocks, = CoMoFoD  F1=81.83 Capable of Computationally
y reduction Bag [33] HOG and SVD, detecting multiple  more expensive;
Lexographical copy-move limited scalability
sorting, Euclidean forgeries; for high-resolution
distance, and effective feature images.
morphological compression.
operation.
Priyankaet  8*8 overlapping FAU ACC=93 Improved Performance
al. [34] blocks, DCT, SVD, robustness against ~ degrades on
SVM, K-means geometric compressed/noisy
clustering. transformations; images.
reduces false
positives.
Kumar et SWT decomposition, CoMoFoD  ACC=98.90, Lower Less robust under
al. [35] overlapping blocks, FPR=0.66, computational strong post-
DCT, SVD, R=81.75, cost; suitable for processing (e.g.,
Lexographical pP=91, large datasets. blur and scaling).
sorting, and F1=84.42
morphological
operation.
Moment Meena and Overlapping square GRIP & R=98.11, The method High
invariant Tyagi [36] blocks, GHM, CoMoFod P=97.99, exhibits greater computational
Euclidean distance, F1=98.05 robustness to complexity; less
RANSAC, and rotation, scaling, scalable for large
morphological noise, and JPEG datasets.
operation. compression.
Mahmood Square blocks, CoMoFod R=94.82, Effective across Sensitive to
etal. [37] Tchebichef and P=96.92, diverse post- rotation and
moments, SVD, COVERA F1=95.86 processing scaling; reduced
Euclidean distance, GE operations; simple  accuracy in
morphologic design. homogeneous
operations. regions.
Kashyap et Elemental detection,  MICC- R=91.89, High robustness to  Narrow focus on
al. [38] wavelet F220, P=94.44, rotation; improved  rotation; limited
decomposition, MICC- F1=93.15 accuracy and robustness to
overlapping block, F600 and speed. compression/blur.
Zernike moments, MICC-
PCA, parameter F2000

estimation.
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Kumar et al. [31] extract image features using the Haar transform and subsequently reduce them via
PCA. Building upon this, they analyze the texture features of the input image using a gray-level co-
occurrence matrix (GLCM). The GLCM is employed to capture the spatial relationships among pixel
intensities, thereby aiding the extraction of texture information. Finally, the features are matched using the
Euclidean distance metric, with mismatched features being identified as forged regions.

To further enhance robustness, Ganguly et al. [32] first divide the input image into overlapping
blocks. They then extract local tetra pattern (LTrP) features from each block to create a single feature vector.
Since LTrP is texture-based, it remains unaffected by variations in brightness, contrast, and color. The feature
vectors of all image blocks are subsequently sorted in dictionary order. Similar blocks are identified by
matching features between neighboring blocks. Finally, an offset vector-assisted outlier removal method is
employed to discard incorrectly matched blocks, which may result from homogeneous color regions (e.g.,
sea, field, and sky).

4.1.3. Dimensionality reduction

Feature representation methods based on dimensionality reduction are often integrated with other
techniques to enhance performance. The dimensionality of features significantly affects the algorithm's
operational efficiency. By simplifying the dimensionality, the time complexity of the feature matching phase
is reduced. As a result, many methods are specifically designed to retain the most important information
while minimizing redundancy, leading to more efficient image forgery detection [39].

Dixit and Bag [33] divide the suspicious image into overlapping blocks, from which features are
extracted using HOG and singular value decomposition (SVD). They then perform dictionary ranking on the
feature matrix and calculate the Euclidean distance to identify similar feature vectors. Finally, concatenated
components are used for labeling to eliminate false matches and enhance the accuracy of detection. Although
this method is effective for multi-region detection, its robustness is limited when images are compressed or
noisy.

Priyanka et al. [34] begin by dividing the image into blocks and applying DCT to each block. They
then reduce the dimensionality of the feature vectors using SVD. This combination of DCT and SVD
enhances the method's robustness to compression, geometric transformations, and noise. Next, a support
vector machine (SVM) classifier is used to determine whether the image is genuine or fake. If the image is
classified as fake, K-means clustering is applied to the feature vectors. Finally, similar blocks are identified
and labeled based on a distance threshold. However, this method still suffers from problems such as high
feature dimension and high computational cost.

Building on this foundation, Kumar et al. [35] apply stationary wavelet transform (SWT)
decomposition to the luminance channel () after transforming the color image. Significant features are then
selected using DCT for each overlapping block in the approximate frequency bands. The dimensionality of
these features is subsequently reduced using SVD. Finally, the simplified features are analyzed and matched
to detect corresponding regions within the image.

4.1.4. Moment invariant

Moment invariants offer significant advantages as a highly stable feature representation. They
preserve image stability even under geometric transformations and common signal attacks. As a result,
moment invariants are widely utilized in CMFD, providing a robust method for identifying manipulated
regions in images.

Meena and Tyagi [36] segment the input image into overlapping blocks of fixed size and extract
Gaussian-Hermite moments (GHM) for each block. The extracted features are then sorted in dictionary order.
Subsequently, a threshold-based Euclidean distance is applied to match the sorted features. Finally, the
RANSAC algorithm, along with morphological operations, is employed to filter out anomalies and improve
detection accuracy. However, the computational efficiency of this method is reduced.

Mahmood et al. [37] segment suspicious images into overlapping blocks and calculate Tchebichef
moments for each block to represent the features. Tchebichef moments are chosen for their efficiency in
representing image features compared to other moments, such as Legendre and Zernike moments. They
further divide each momentary block into non-overlapping blocks and process them using SVD for
dimensionality reduction and feature analysis. But the method's sensitivity to rotation and scaling limits its
robustness.

More recently, Kashyap et al. [38] began by applying wavelet decomposition to the input image and
then tiled the rough regions with overlapping blocks. Zernike moments are applied to each block to describe
its features. Dimensionality is subsequently reduced using PCA to extract the primary information. Finally,
the similarity between blocks is analyzed to identify replicated regions within the image.
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4.2. Keypoint-based forgery detection methods

Keypoint-based CMFD techniques bypass the chunking operation during preprocessing. The feature
extraction phase in these methods involves two main steps: feature detection and feature description. In
feature detection, key points or regions in the image that are unique and stable under geometric
transformations are identified. Once detected, descriptors for these key points are generated. Feature
description involves creating a representation for each key point that remains unique and invariant to
geometric transformations. Ultimately, duplicate regions in the image are identified by classifying and
matching these feature descriptors.

Scale-invariant feature transform (SIFT) and speeded-up robust features (SURF) are the most
commonly used algorithms in keypoint-based CMFD techniques [40], [41]. In contrast, algorithms like the
Harris corner detector and maximally stable extremal regions (MSERS) perform only feature detection. These
feature detectors must be paired with other algorithms to characterize features. Table 3 summarizes
representative keypoint-based CMFD methods, highlighting their details, benchmark datasets, reported
metrics, and key strengths and limitations.

Table 3. Summary of representative keypoint-based CMFD methods

Category Ref. Details Dataset(s) Metrics (%) Strengths Limitations
SIFT- Chen et SIFT, GRIP and R=99.67, High robustness for Less stable and less
based al. [42] ReversedG2NN, FAU P=99.79, processed images, such effective for
algorithms HAC, and J- F1=99.72 as JPEG compression, detecting large-scale

Linkage. scaling, and contrast forgery areas.
adjustment.
Zedanet  SIFT, Manhattan MICC-F600, F1=98.42; Reduces mismatches, Increased
al. [43] distance, MICC-F220, F1=95.49; improves precision, and computational
intersection over and F1=80.05 performs well in overhead; limited
union, and SVM. COVERAGE complex forgery generalization to
scenarios. highly diverse
datasets.
Rathiand  SIFT, K-means CASIAV2.0  Accuracy= Faster detection with Lower robustness in
Singh clustering, 97.85 reduced redundancy; homogeneous or
[44] Euclidean distance robust to rotation and low-texture areas;
for feature scaling. requires careful
similarity, and a parameter tuning.
threshold-based
decision rule.
SURF- Royetal. SURF, RLBP, COVERAGE ACC=70.05 Robust in distinguishing  Limited scalability;
based [45] G2NN, Euclidean  , CoMoFoD, ; forged regions from not validated on
algorithms distance, and FAU ACC=70.1;  genuine duplicates; large public CMFD
hierarchical ACC=83.3 reduces false positives in  datasets.
clustering, and ambiguous cases.
RANSAC.
Narasimh  CCL, M-SURF, MICC-F220, P=99.93, Effective against Higher
amurthy A-KAZE, MICC- F1=.98.21, rotation, scaling, and computational cost
etal. [46] RANSAC, and F2000, and TPR=99.93, noise; improved due to redundant
SVD. CoMoFoD ACC=99.46 keypoint repeatability. features; weaker
, FPR=4.67 performance in low-
texture regions.
Patilano BLOB, SURF, Real-world P=96.8, R Strong adaptability to Computationally
and ORB, nearest multi-object =95.2, F1 multi-region tampering; expensive; less
Ballera neighbor, and tampering =96.0 robust hybrid feature robust under heavy
[47] RANSAC. combination improves JPEG compression.

localization.

4.2.1. Scale-invariant feature transform-based algorithms

SIFT is an algorithm proposed by David Lowe in 2004 [48]. It mainly detects local interest points or
feature vectors from an image. Chen et al. [42] initially selected SIFT to describe the key points. The key
points are then clustered by scale and color and further divided into smaller clusters for separate matching.
The J-Linkage algorithm is subsequently used to eliminate mismatches and estimate the affine transformation
matrix. Finally, the tampered regions are identified by searching the neighborhoods of the matched pairs for
similarities. Although this method improves computational efficiency, its effectiveness in low-texture areas is
reduced.

Zedan et al. [43] initially validated matching sets obtained from high- and low-contrast keypoints.
Next, they selected the three validated matching sets with the smallest distances. The image was then
represented by averaging the features of these selected matching sets. This approach of using multiple

Image copy-move forgery detection: a survey of methods, datasets, and emerging trends (Li-xian Jiao)
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matching sets and averaging their features enhances resistance to outliers. Finally, the average distances and
distance ratios were used to train an SVM, which determines if CMF has occurred.

Recently, Rathi and Singh [44] combined SIFT with K-means clustering to reduce redundancy in
feature representation and speed up detection while maintaining robustness to geometric transformations.
Overall, these studies have shown that SIFT-based CMFD methods have improved in efficiency and
reliability. However, a common limitation is low accuracy in homogeneous or low-texture regions.

4.2.2. Speeded-up robust features-based algorithms

SURF, proposed by Bay et al. [49], is a commonly used feature extraction and matching algorithm.
It has high computational speed and maintains good stability under moderate rotation and scaling. Compared
with SIFT, it is more computationally efficient. Roy et al. [45] first used SURF to detect keypoints in the
image. Subsequently, features were extracted using the rotated local binary pattern (RLBP) method, which
employs rotational invariance to characterize texture in the image. Next, the extracted features were matched
to identify similar keypoints. Finally, a hierarchical clustering method was applied to the matched keypoints
to distinguish between real and fake images.

Building on this, Narasimhamurthy et al. [46] initially segmented the tested images into different
objects using connected components labeling (CCL). Subsequently, hybrid feature descriptors were extracted
using the modified SURF (M-SURF) and accelerated KAZE (A-KAZE) algorithms. The A-KAZE descriptor
is particularly robust in detecting scale invariance in forged regions and locating poorly targeted keypoints.
Finally, the matched features were compared, and false matches were removed using RANSAC. However,
the method is computationally expensive and requires careful parameter tuning for large-scale datasets.

Recently, Patilano and Ballera [47] proposed a hybrid feature detection framework that combines an
improved binary large object (BLOB) algorithm with SURF and ORB keypoint detectors. This integration
enhances feature localization in complex images containing multiple overlapping regions, thereby improving
detection performance in scenarios where a single detector may fail. Currently, SURF is often combined with
complementary techniques to address its shortcomings in complex textures and to reduce computational
overhead.

4.3. Combination-based forgery detection methods

In CMFD, researchers have combined keypoint-based and block-based methods [50]. This hybrid
approach combines keypoint detection to capture unique feature points in an image with block-based
methods that process localized regions. This combination can better accommodate diverse CMFs, thereby
improving detection accuracy and reliability [51]. Additionally, it performs better in complex tampering
scenarios. Table 4 summarizes representative combination-based CMFD methods, highlighting their details,
benchmark datasets, reported metrics, and key strengths and limitations.

Narayanan and Gopakumar [52] first divide the input image into overlapping regular blocks.
Keypoints are then extracted from each block using the SIFT algorithm. Euclidean distance is used to match
the keypoints. If the number of keypoint matches exceeds an adaptive threshold, the two blocks are identified
as potential candidates. If not, a block-matching algorithm is applied to detect similar blocks. Finally,
morphological operations are employed to identify the forged regions. Similarly, Singh et al. [53] combined
SIFT with the discrete wavelet transform (DWT) to enhance its resistance to geometric transformations and
frequency domain distortions. While these methods are effective, they are generally computationally
expensive.

Some scholars have combined statistical features with clustering techniques. For example,
Harshith et al. [54] used the SIFT method to extract keypoints and applied K-means clustering to identify
CMF in highly textured regions. To address the challenge of detecting SIFT keypoints in smooth regions,
they processed the image using Hu's invariant-based method. This method is robust under scaling and
rotation, but is prone to false positives in complex textured backgrounds, which limits its scalability.

The latest trend is transformation-based hybrid methods. Kumari and Garg [55] first segment the
image into smooth and textured regions. SURF is then applied to the textured regions, while the fast FMT is
used to extract features from the smooth areas. The latter is highly invariant to rotation and scaling, making it
suitable for large-scale transformations. Recently, Wang et al. [56] first adaptively segmented the input
image into non-overlapping blocks using simple linear iterative clustering (SLIC). The image blocks were
then divided into textured and smooth regions using the K-multiple-means (KMM) clustering algorithm.
Different thresholds were chosen to extract keypoints separately, ensuring an ideal number and distribution
of keypoints. They introduced the fast quaternion generic polar complex exponential transform (FQGPCET)
and the gray level co-occurrence matrix (GLCM) for feature extraction. This hybrid approach significantly
improves accuracy under compression, noise, and geometric attacks, albeit at the expense of increased model
complexity and computational overhead.
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In general, combination methods improve detection performance by integrating complementary
features. However, they often come at the expense of computational efficiency and still require optimization
to support large-scale or real-time applications.

Table 4. Summary of representative combination-based CMFD methods

Ref. Details Dataset(s) Metrics (%) Strengths Limitations
Narayanan and Non-overlapping MICC- R=100, Reduces false matches Computationally
Gopakumar [52] blocks, SIFT, F600 P=93.47, by recursive expensive for large

Euclidean distance, F1=97 refinement; effective images; sensitive to
and morphological for small copied heavy post-
operations. regions. processing.
Harshith et al. K-means clustering, MICC- R=89.37, Invariant moments Limited scalability;
[54] SIFT, Overlapping F600 p=73.71, provide robustness to performance drops on
blocks, Hu's FPR=10.45, rotation; K-means noisy and compressed
invariant moments, ACC=88.67 improves the grouping images.
Log-polar transform, of similar regions.
and Euclidean
distance.
Singh et al. [53] Haar wavelet, DWT,  Download R=100, P=97, Robust to scaling and High feature
SIFT, and RANSAC.  from the ACC=98.12 JPEG compression; dimensionality
web captures both frequency  increases runtime; it is
and spatial features. less effective in
uniform areas.
Kumari and Garg.  SURF, FMT, Download R=97, P=97, Effective against Sensitive to blur;
[55] PatchMatch, from the F1=96 (all the geometric transforms requires careful
improved g2NN, web best) (rotation, scaling); parameter selection.
DLF, RANSAC, and better detection of
morphological duplicated patterns.
operations.
Wang et al. [56] SLIC, KMM, SIFT, FAU, TPR=100, High robustness to Computational
FQGPCET, GLCM, GRIP, FPR=0, multiple attacks (noise, ~ complexity is high;
DBQ-LSH, MICC- F1=96.97; rotation, compression); parameter tuning is
DBSCAN, F600, and TPR=100, accurate segmentation needed for large-scale
RANSAC, and CVIP FPR=0, of tampered regions. images.
SSIM. F1=97.89;
TPR=98.75,
FPR=1.25,
F1=94.08;
TPR=100,
FPR=0,
F1=97.06

4.4. Deep learning forgery detection methods

DL has emerged as a core technology for solving complex problems in various fields [4], [57]. In
digital image forensics, researchers have applied DL to image CMFD, driving significant technological
advances. By leveraging the feature-learning capabilities of DL, models can identify unique patterns and
inconsistencies in images, effectively locating tampered regions. This approach considers both local and
global contexts, enhancing accuracy and robustness in detecting tampered areas. Table 5 summarizes
representative DL CMFD methods, highlighting their details, benchmark datasets, reported metrics, and key
strengths and limitations.

DL-based CMFD methods have evolved from sequence feature modeling to segmentation-driven
detection and transformer and diffusion paradigms. Elaskily et al. [58] proposed a framework based on
convolutional long short-term memory (ConvLSTM). They first standardized the input images to the same
size and converted them to decimal numbers. They then applied a sequence of ConvLSTM, convolutional
CNV, and pooling layers for feature extraction. The classification layer was then used to categorize the
feature vectors into predicted categories. Finally, a dense layer was used to evaluate whether the output
belonged to the original or falsified class.

In contrast, Nazir et al. [59] first extracted features using DenseNet-41 and passed them to the RPN
layer, which generates regions of interest. The RolAlign layer was subsequently introduced to align features
associated with these regions, ensuring accurate localization in subsequent processing. Finally, the Rol
features were passed to the fully connected network layer to detect and segment the forged pixels. While
these methods have achieved significant progress, they rely on ConvLSTM or Mask R-CNN, which limits
their generalization ability to unknown operation types.
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Table 5. Summary of representative DL CMFD methods

Ref. Details Dataset(s) Metrics (%) Strengths Limitations
Elaskily et al. [58] ConvLSTM, CNV, MICC-F220, ACC=100; Captures spatial— Limited global
pooling layer, MICC-F600, ACC=98.89; temporal context modeling;
classification layer, MICC-F2000 ACC=98.14 dependencies; robust performance drops
and dense layer. to noise and geometric  on unseen datasets.

transformations.
Nazir et al. [59] DenseNet-41, RPN CoMoFoD, ACC=98.12; Accurate localization High computational

layer, RolAlign layer, MICC-F2000, ACC=99.02; with Rol features; cost; sensitive to
and Rol. CASIA V2.0 ACC=83.41 precise segmentation compression
masks. artifacts.
Liang et al. [60] TransCMFD: CNN CASIA, F1=93.8; Strong robustness to Data-hungry;
backbone + CoMoFoD, F1=94.5 rotation, scaling, and requires large-scale
Transformer encoder— compression; high- training.
decoder; multi-head quality masks.

attention for global—
local integration.

Yuetal. [61] CNN encoder + CASIA, F1=95.1; Leverages generative High computational
diffusion prior; CoMoFoD, F1=95.5 priors; resilient to complexity; limited
denoising residuals compression and re- interpretability.
for detection and sampling.
localization.

Joshi et al. [62] Feature matching + CASIA P=93.2, Effective for rotation-  Sensitive to
BBO search; R=92.7, based manipulations; initialization;
rotation—move F1=92.9 reduces false scalability issues.
validation for positives.
tampering mask.

Akram et al. [63] CNN features and CASIA V2.0, F1=94.0; Combines the Fusion layer
handcrafted MICC-F220 F1=94.7 robustness of DL with ~ complexity; weaker
descriptors: a fusion the interpretability of performance on
network for forgery traditional features. unseen post-
segmentation. processing.

Recently, Transformer-based models have been used to address these limitations. Liang et al. [60]
proposed an adaptive framework, TransCMFD. They first extract local features using convolutional layers.
They then use a Transformer encoder-decoder to capture global dependencies. A multi-head self-attention
module fuses global semantics with local details to generate context-aware features. Finally, the decoder
generates pixel-level masks of the replicated regions. Compared to CNN-based methods, TransCMFD shows
significant improvements, especially under rotation, scaling, and compression artifacts [64], [65].

At the same time, the rise of generative models has also inspired the application of diffusion priors
in forgery detection. Yu et al. [61] proposed DiffForensics, which incorporates diffusion priors into forgery
detection. First, an encoder is used to extract image representations. These representations are then aligned
with a diffusion model prior, enabling the system to reconstruct the expected "real” image distribution. The
differences between the reconstructed and observed features are computed to identify inconsistencies
attributable to tampering. Finally, the model achieves joint detection and localization by mapping these
differences to pixel-level masks.

Meanwhile, several hybrid frameworks have emerged, combining DL with optimization or
traditional matching strategies. Joshi et al. [62] proposed a biogeographically based optimization model
specifically for CMF that improved region matching and reduced false positive rates. Furthermore,
Akram et al. [63] proposed a hybrid CMFD framework that combines deep features with classical forensic
methods. They first used convolutional neural networks to extract discriminative features. These features
were subsequently fused with handcrafted descriptors (e.g., moment invariants and keypoint features) to
enhance robustness. The feature fusion layer then unified the representation and detected tampered regions
through classification and localization, ultimately generating an accurate mask. These studies demonstrate
that hybrid approaches effectively balance the representational power of deep models with the interpretability
and explicit correspondence of traditional methods.

In summary, DL-based CMFD methods have evolved from early ConvLSTM and Mask R-CNN
approaches to more advanced Transformers, diffusion models, and hybrid frameworks. This evolution
reflects a trend toward the fusion of global and local features and the integration of generative priors with
explicit constraints. These methods not only outperform traditional approaches in accuracy and robustness
but also offer more interpretable and scalable future solutions for digital image forensics.

This section surveys a range of state-of-the-art CMFD methods, classifying them into four broad
categories: block-based, keypoint-based, combination-based, and DL methods. It provides a comprehensive
review of each method type.
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5. CHALLENGES AND FUTURE SCOPE

The application of digital images is relatively extensive, and image forgery detection is relatively
important. CMF is one of the primary passive techniques for detecting forged images. To develop a more
accurate, efficient, and non-overly complex image forgery detection method, numerous research studies have
been conducted. However, there are still many places that can be improved.

The block-based method can analyze specific local parts of an image because it focuses on small
block areas rather than the entire image. When there are nonlinear, complex geometric transformations in
CMF, block division can be difficult to cover effectively, resulting in performance degradation. The method
based on key points is robust to common geometric transformations, such as rotation, but it struggles to
extract key points in regions with a single texture, such as the sky. The combination of block division and
key points can improve the accuracy and robustness of image CMFD, and this approach performs well in
processing complex forged images, but it also has drawbacks. The integration of the two detection methods
will increase the time required for calculation and processing.

Most researchers are now focusing on CMF detection through DL. DL can automatically extract
hierarchical features, learn rich semantic expressions, and reduce the matter of manual feature engineering.
The framework has flexibility and extensibility. However, DL models need a large amount of labeled data for
training, which is difficult to obtain in CMFD, especially the data of real-fake image pairs. Training DL
models often requires substantial computing resources, such as high-performance graphics processing units
(GPUs) or dedicated tensor processing units (TPUs), making them difficult to use in resource-constrained
environments.

6. CONCLUSION

This article reviews the CMFD technology, which is divided into block-based, key-point-based,
combined, and DL methods. The analysis shows that the block-based and key-point-based methods are
effective in controllability, but have limitations for complex forgeries. DL technology is highly adaptable but
requires a large amount of data.

Furthermore, the evaluation of commonly used benchmark datasets reveals limitations in data
diversity and realism, which may restrict the generalizability of existing CMFD systems. Overall, this survey
underscores the need for more robust, data-efficient, and practically deployable solutions to address real-
world forgery scenarios. By synthesizing current methodologies and emerging trends, this work provides a
structured foundation and forward-looking perspective for future research in digital image forensics.
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